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Purpose: This paper proposes how cyber ranges, which are simulation environments
and platforms, can be used for cybersecurity training to reduce the vulnerability sur-
face of the maritime supply chain caused by cyberthreat challenges. An additional
benefit to conducting exercises for personnel with realistic environments is that un-
seen problems can be detected when training with different scenarios.
Methodology: This study aims to create a holistic model for a cyber range training
environment customized for the port/maritime logistics sector by simulating the ac-
tual operational environment. The research combines cybersecurity and risk man-
agement with the special requirements of maritime logistics. The methods used
were a literature review and a workshop and interview setup with cybersecurity, risk
management and maritime professionals.

Findings: The demand for high-level resilience in global maritime supply chains, in
addition to better business continuity management, is becoming increasingly im-
portant as global markets seek rapid responses to change. There are various new
emerging technologies in the pipeline, which are rapidly gaining popularity in the lo-
gistics and supply chain management context. Cybersecurity preparedness is there-
fore essential.

Originality: Organizational and individual cybersecurity preparedness can be im-
proved when individuals have access to hands-on training with realistic cyber exer-
cise scenarios that cover different levels of interactions and triggers/injects in the ac-
tual environment. The training scheme focuses on training both technical and non-
technical staff to provide extensive coverage of cyber awareness.
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1 Introduction

The maritime sector relies heavily on complex Information and Communi-
cation Technology (ICT) and Industrial Control Systems (ICS). There are var-
ious new emerging technologies in the pipeline which are rapidly gaining
popularity in the logistics and supply chain management context. This
makes cybersecurity vitally important for the general operability of organi-
zations and it should be deeply entrenched in organizational strategies.
However, several recent studies (e.g., ENISA 2019, Ahokas & Laakso 2017)
indicate that currently the maritime sector suffers from insufficient cyber-
threat preparedness and poor awareness of general cybersecurity. Since
ports are part of the critical infrastructure and maritime supply chains form
the backbone of global trade, it is essential to increase cybersecurity and
cyberthreat awareness and robustness against cyberattacks.

As technological development evolves at an accelerating rate, continuous
training is essential for both professionals (cybersecurity experts, ICT ex-
perts, etc.) and non-technical personnel working within the maritime logis-
tics cluster (Alcaide & Llave, 2020). This paper aims to determine how this
training should be organized.

There are different options for organizing training. We focus on the possi-
bilities of using cyber ranges (CRs), which are simulation environments and
platforms for cybersecurity training, to reduce the maritime supply chain
vulnerability surface caused by cyberthreat challenges. A further benefit of
conducting exercises for personnel in realistic environments is that unseen

problems can be discovered while training with different scenarios. This
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can allow overall processes, technical functionalities and integrations be-
tween systems to be improved, increasing the overall efficiency of opera-
tions in normal conditions as well.

The starting point of this study is that cyber awareness will progress once
individuals throughout the organization (not limited to IT-department or
cybersecurity experts) can have actual hands-on training with realistic
cyber exercise scenarios in the actual environment (Pyykko et al. 2020). A
CR can be used to conduct realistic cyber exercisers with industrial control
systems reflecting typical features of maritime information technology/op-
erations technology networks. It will also provide the counterparts to deci-
sion support in terms of cybersecurity procedure improvements and the
need for further investments in corporate risk management tools. For train-
ing technical staff, detailed data such as alerts and logs are required with
appropriate views. For training non-technical staff, a more holistic and eas-
ily understandable view, e.g. a dashboard, can be provided on the current
cybersecurity situation. Both of these have to be included in the technical
features of the CR.

This study aims to create a holistic model to build a CR training environ-
ment especially customized for the port/maritime logistics sector and sim-
ulating the actual operational environment. The research has a multidisci-
plinary approach, combining cybersecurity with the special requirements
of maritime logistics. The methods used are a literature search and inter-

views with cybersecurity and maritime professionals.
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2 Methodology

The methodology of this paper has two phases: 1) a literature search of cy-
bersecurity threats in the maritime sector and 2) interviews with maritime
logistics, risk management and cybersecurity professionals, including a
workshop.

The main purpose of the literature search was to find out how the current
academic literature considers cybersecurity threats in supply chain man-
agement and especially in maritime logistics. We were also interested in
knowing what previous studies have found on how organizations view
cyber risks compared to other risks.

The purpose of the interviews and workshop was to combine the expertise
of different disciplines. The same people participated in both. The inter-
views were conducted before and after the workshop using an open discus-
sion format in which interviewees could freely share their viewpoints. The
workshop was a whole day event at VTT's cybersecurity lab, during which
VTT's cybersecurity experts organized exercises demonstrating the vulner-
abilities of existing information systems and how a CR could be used for
training. The exercises were followed by discussions on the applicability of
CRs for training in the maritime logistics sector. There were eight experts,
three representing the maritime logistics sector, three cybersecurity, and

two risk management.
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3 Operational environment and particular fea-
tures of maritime logistics

Maritime transportation is a vital link in global trade, and in the European
Union area alone there are more than 1,200 active seaports. Each of these
seaports has its own operational networks, organization, and physical and
cyber infrastructure. (Enisa 2019) In addition to the fact that virtually all
ports need customized solutions to fully meet their individual require-
ments, the rising level of digitalization is bringing new challenges for cyber-
security in both Information Technologies (IT) and Operation Technologies
(OT) (Enisa 2019). ECSO (2020a) defines cyberspace as "the domain of infor-
mation flow and communication between computer systems and networks
and includes physical as well as purely virtual elements." In order to fully
comprehend the cyberspace of the maritime logistics environment, a com-
prehensive overview is needed of the special features and complexities af-
fecting this domain. Polatidis et al. (2018) underline that "Maritime port in-
frastructures rely on the use of information systems for collaboration, while
avital part of collaborating is to provide protection to these systems."

The holistic environment of maritime logistics contains multiple layers and
various types of interconnections between numerous stakeholders. The lit-
erature review on maritime logistics networks (e.g. Dellios & Papanikas
2014) shows that generally, the maritime environment has two categories:
the physical environment and the cybernetic environment, as shown in Ta-
ble 1. The former includes stakeholders such as authorities, maritime, ter-
minal and insurance companies, labour, and facilities including the port in-
frastructure. The cybernetic maritime environment contains the port infra-
structure, ICT systems such as computer and telecommunications systems
and networks, hardware, data, services and users (Dellios & Papanikas
2014; Polemi 2018).
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Table 1: Division between physical and cybernetic maritime environments
(Dellios & Papanikas 2014; Polemi 2018)

PHYSICAL ENVIRONMENT CYBERNETIC ENVIRONMENT

Port infrastructure, facilities Infrastructure, such as buildings and
ships

Port authorities Platforms such as servers and data-
bases

Maritime and insurance compa- | Telecommunication systems

nies
Shipping and cargo industry Software and manuals
Government ministries E-services, such as applications
Related transport infrastruc- External users, such as maritime
ture companies
Human resources Internal users, such as personnel

In ports there are both IT and OT systems operating, but cybersecurity ef-
forts have generally focused on the former, forgetting that physical opera-
tions controlled via OT systems need taking into account as well (Tam et.
al. 2019). As described in Table 1, the overall operability of maritime supply
chains and ports depends both on the physical environment and on exist-
ing infrastructures within the port areas, but also on continuous function-
ality of the cybernetic environment (Papastergiou et al. 2015).

The complexity of various IT/OT systems creates a system-of-systems that
requires numerous types of interfaces connecting them together. Accord-

ing to ECSO (2020a), this is one of the key elements of cyberthreats in the
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maritime industry. The ports are a vital part of maritime supply chains, and
the information systems are closely linked to each other. Maritime end-to-
end supply chain networks are highly complex, involving different types of
international organizations that exchange information and data via their

own information systems (Polatidis et. al. 2018).

3.1 Risk Managementin maritime logistics

Ports play a major role as a global supply enabler, and they are often the
key connection point for other transportation modes. The security of ports
has been a key part of port management already for the last 20 years, since
the global International Ships and Port Facilities Security (ISPS) Code be-
came operational. Initially, the development focused on physical security,
but in recent years cybersecurity and resilience management have gained
increasing attention in response to a clear need arising from digitalization
of port operations and processes and management of supply chains. How-
ever, digitalization poses major challenges to ports, as many of them still
lack adigital culture in the port ecosystem. As a result, in many ports aware-
ness regarding cybersecurity is still poor, and training, allocated budgets
and resources lag behind what are considered real needs. Perhaps because
of this, ports have been a prime target of cyberattacks in recent years, and
stakeholders from many sides of the business have started taking serious
steps toward managing cyberthreats. (Enisa, 2019) Chang et al. (2019) iden-
tified the following four major cyberthreats to the maritime industry: lack
of training and experts, use of outdated IT systems, hacktivism, and fake
websites and phishing emails. The International Maritime Organization
(IMO) Resolution MSC.428(98) on Maritime Cyber Risk Management in
Safety Management Systems (SMS) states that SMS should consider cyber
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risk management, and encourages “Administrations to ensure that cyber
risks are appropriately addressed in safety management systems no later
than the first annual verification of the company's Document of Compli-
ance after 1 January 2021” (IMO, 2017). A holistic cybersecurity risk man-
agement, analysis and actions are therefore crucial for the maritime sector,
ship operators and owners in the coming years.

The current demand-based market structure and lean supply chains have
increased the supply chain complexity. The network is a target of many
kinds of risk that have to be addressed efficiently. The investments made in
security management have reduced supply chain disruptions. Conversely,
the threat landscape has shifted towards cyberattacks and data breaches,
and they have more often been mentioned as the main causes of disrup-
tions (Elliot et al., 2019; Singh et al., 2019). As ports are major transporta-

tion network nodes, the cyberthreat is evident.

3.2 Supply chain resiliency and key performance indica-
tors / KPIs

To succeed, a company’s supply chain should be resilient and its perfor-
mance should be assessed accordingly. To guarantee timely action, cyber-
security should be clearly addressed in the ports' key performance indica-
tors (KPIs). (Greenberg, 2018) Traditional supply chain resilience KPIs —
whichinclude measures for e.g. robustness, agility, visibility, IT capacity/in-
formation sharing, supply chain risk management (SCRM) culture, market
position, risk control/revenue sharing, velocity and security — may address

the cyber requirements for ports too generally. (Singh et al., 2019)
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The frequency of port cyberattacks through e.g. malware, phishing, identity
fraud, ransomware, man-in-the-middle attacks or data theft and their con-
sequences is estimated to be greater than reported (Miranda Silgado,
2018). The current frameworks support identification, protection, detec-
tion, response and recovery in the risk management cycle to build opera-
tional resilience against cyberthreats. (International Maritime Organiza-
tion, 2017). In addition to IT resources, the role of human resources and
processes form important cybersecurity measures. (Mrakovi¢ & Vojinovié,
2019).

Because of the difficulty assessing return on investment (Rol) for security
as well as for cybersecurity measures, there is no definitive consensus on
KPIs. (Onwubiko & Onwubiko, 2019). At company level, the framework for
cyber KPI metrics has been proposed to include the number of foiled (pre-
vented, detected and intercepted) attacks, number of vulnerabilities and
threats discovered, overage of business assets being monitored by the
cyber management, human and process capabilities regarding managing,
monitoring and reporting cyber incidents, monitoring capacity and capa-
bility of both technical and operational perspectives and incident detection
capability. (Onwubiko & Onwubiko, 2019). Awareness and knowledge
among port management, employees and the port network are key to
timely control-measure actions. CR-enabled risk and security assessment
enables ports to discover their weaknesses and vulnerabilities, assess mit-
igation measures, or evaluate, predict and practise the effectiveness of

cyber risk management measures in general. (Polatidis et al., 2018)
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4 Cyber range simulation set up

Cyber ranges are simulation environments and platforms for various pur-
poses (ECSO, 2020b). They consist of multiple technologies that are used to
construct an environment that has specific functionalities for end users.
CRs are mostly used for security testing, security research and enhancing
cyber capabilities and competence. A CR can be a general training platform
for various aspects, or it can be a digital twin of a specific network environ-
ment. The size of a range varies; it can either be a cyber competition plat-
form for up to thousands of users, or a training platform for a handful of
participants. When the range is built for cybersecurity training purposes it
is usually built or configured around a specific scenario and targeted set of
users. Targeted users are usually pre-defined and the level of technical
knowledge they possess has to be estimated in order to customize the
training for them. Often the scenarios are targeted for ICT and cybersecurity
professionals, but also for executive level or non-technical people who are
essential when a real cyber incident takes place.

The basic building blocks of a CR are the same for any environment that is
to be simulated inside the CR. The CR is composed of hardware (HW) and
software (SW) components building up to the scenarios developed for a
specific training scenario. Usually, the work required to create a new cyber
exercise in a CRis focused on the specific new scenario and the related ma-
chines that need to be configured for it. Figure 1 shows how the workload is
divided for specific parts related to a CR when constructing a new training
(or even the first training); usually the customization and scenario building

takes up most of the work for the CR/training organizers. Naturally, if the
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new scenario is close to a previously built one, the workload drops signifi-

cantly.

3
Difficulty levelfor the CR developer/exercise organizer

User scenarios

Scenario VMs What is visible to the trainee

Network topology What is not visible to the trainee

Virtual Environment

HW Environment

Figure 1: CR, what is visible to the participants, and the effort required to
build the scenario.

VTT's CR has been built for organizing small cyber exercises on specific
themes. Itis hosted on arack server, the network side is virtualized, and the
computers used in the exercises are running in virtual machines. It enables
the simulation of cyberattacks and defences, identification of threats and
vulnerabilities, traffic monitoring and in-depth analysis. It consists mainly
of customized workflows for setting up the scenarios with virtualized sys-
tems. Participants use a remote desktop or similar for connecting to the en-
vironment. Organizers can use remote or local connections to set up sce-
narios and control specific training sessions. Figure 2 shows the basic build-

ing blocks of a CR operated by VTT, emphasizing components that usually
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need tailoring according to scenario-specific needs, such as monitoring, sit-
uational awareness and obviously the specific machines (virtual systems)

for a given maritime scenario.

' " Maritime
Scenario VMs

L N 10T/OT directly
connected to CR

{manually)

Monitoring/traffic Situational
capture VMs Awareness VMs

Security
testing/pentesting
VMs

-

Figure 2: Building blocks of a CR for maritime cybersecurity training

4.1 How to adjust cyber range simulations for the mari-
time cyber domain

The knowledge of how to build the specific modules used in a scenario is
heavily based on the user and operational requirements. Depending on the
scenario, the IT/OT devices of the specific scenario, the CR will have to in-
troduce various different network segments and machines located in these
network segments. Usually, in a maritime specific scenario, the inclusion of
OT devices is obvious. These OT devices can be included into the environ-
ment by adding real HW devices that are connected to the virtual environ-

ment, or they can be introduced by including virtual OT devices into the vir-
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tual environment. The goal of the whole CR scenario work is that the envi-
ronment (software systems and tools) used by the people in the CR envi-
ronment is as close to the real environment as possible. This enables to ed-
ucate and train the people according to the various cyber-related risks/at-
tacks that may occur in their specific environment and how to react to
them.

Additionally, we can use the CR environment to test out a new system(s) in
a realistic setting without introducing it into the normal operational envi-
ronment. In addition to covering normal user guidance and testing of func-
tionalities, we can test the system for any cyber-related incidents that may
be introduced by integrating it into the current operational environment.
Combining two or more functional systems may not always result in one
functional operational system, especially in terms of cybersecurity, as there
may be some compromises that have to be made in order to integrate sys-
tems that might be noticed only during ‘normal operations’. The whole pur-
pose of using a CRiis to train the operators of the system(s) in the abnormal
situations occurring while using the systems. Thus, organizing a CR cyber-
security exercise/training introducing a new system may well introduce
some technical and/or (cybersecurity) process-related issues that can then
be solved before actually taking the system into everyday use.

The port logistics system running in the CR does not have to be replicated
as an exact twin of the real system. It is usually enough that the simulated
components provide meaningful functionality for the scenario. For exam-
ple, a component can be simulated just by replaying relevant traffic into the
CR network. Training scenarios often include a simulated cyberattack that
can be executed by the organizers or participants playing as a red team. The

attacks are often scripts that execute malicious files or inject traffic into the
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system. Participants have to detect the attacks with the provided tools and
react accordingly.

The following list of components provides examples of what can be virtual-
ized in a CR for maritime/port logistics specific scenarios:

- Ship location tracking (GPS, AIS)

- Weather data and forecasts

- Electronic cargo and passenger manifest systems

- Cranes and other container handling systems

- Container tracking systems

- Human-machine interfaces

- Remote diagnostics and maintenance

Situational awareness of the exercise is an important topic for the partici-
pants to see what is happening in the environment. Situational awareness
can be coarsely divided to two views, depending on the user's needs: high-
level and low-level views. During the exercise it is possible to display data
of different aspects for people with different competences. For example,
technical cybersecurity professionals would be presented with e.g. detailed
log data, Intrusion Detection System alerts and network data packets. Dif-
ferent data would be presented for the non-technical people, e.g. risk-anal-

ysis, operational status of SCADA systems, or textual descriptions.
4.2 Implementation of a cyber range-based training
platform

Defining learning goals for the participants is an important part of planning

the pedagogical side of the training. The learning goals are set out in the
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planning phase, carried out in the implementation (exercise) phase, and fi-
nally recapped in the feedback phase after the exercise (Karjalainen et al.,
2019). Karjalainen et al. (2019) also argue that specific technical phenom-
ena may distract the users from achieving the actual learning goals that are
being targeted for the users. Our approach to tackling this gap is to gather
knowledge about the participants’ background knowledge, weaknesses
and strengths, in order to customize the training around the discovered
learning goals. After the CR environment including all the required compo-
nents and the training scenarios has been developed, preparations for or-
ganizing the training session can begin. As maritime logistics involves a
large number of different stakeholders, especially at ports where all the dif-
ferent stakeholders come together and interface with each other, it is im-
portant to gradually train the stakeholders in their own environments first.
After the personnel have been trained to successfully operate, protect and
react to possible cyber incidents in their relevant operational environ-
ments, the stakeholders can also participate in a wider training/cyber exer-
cise where especially communications skills and co-operation with the rel-
evant other stakeholders can be trained. The following lists possible
roadmap steps in realizing this overall training scheme, building up from
gathering the existing knowledge, building the scenarios, and ending at a
collaboration exercise between selected stakeholders that interface with
each other. It should be noted that, depending on the learning objectives
and skills of the participants, the CR can be utilized in one or all of the steps
listed.

Stepl: Online questionnaires/exercises. The purpose of this step is to ascer-
tain the overall skill level of the people participating in the training. Simple

exercises can also be done online in a Moodle or even in the CR.
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Step 2: Online security awareness training. The purpose of this step is to
train the people before jumping to the CR environment, in case they are
new to cybersecurity and/or need/want to train themselves beforehand.
Step3: Specific CR exercises for separate groups. The purpose of this step is
to organize specific training sessions for different personnel groups. These
groups can range from non-technical people to cybersecurity profession-
als. The target is to train their cyber skills and combine their knowledge
while they are working together on specific scenarios. This is targeted to
one or more specific operational parts and cybersecurity aspects.

Step4: Intra-company-wide CR exercise/training. The purpose of this step is
to have a more large-scale cyber training/exercise with most of the people
from the organization taking part. The aim is to train and try out the com-
pany's cybersecurity policies during a cyber incident. It will also help to ex-
ercise communication between the key roles in the company in case of an
incident; who will handle what, who to contact in case of incidents, etc.
Step5: Inter-company-wide CR exercise/training. This is an optional final
step, in case e.g. the port authority can organize a larger exercise that in-
cludes people from multiple stakeholders. It should also have a scenario in
which all of the stakeholders would operate their own systems as in reality
and train how a cyber incident is communicated and how it is handled in
co-operation between all the relevant stakeholders. This type of training
can also include non-technical trainings, such as how to communicate the
incident to the outside, like media (incident reporting to CERT/CSIRT is part
of the technical part). Figure 3 shows in what relation the different pro-

posed steps are located compared to the exercise/CR preparation work
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(feedback is about the CR exercises, otherwise feedback should obviously

be available after each step).

Buildingbasic scenario Customise scenarios/training | Actual training | Feedback

Step 1

Timeline

Figure 3: Training steps and CR development/usage phases.
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5 Conclusions

As the general level of digitalization and automation of operations contin-
ues its rapid growth, also in maritime logistics, it is crucial for overall cyber-
security preparedness that maritime organizations guarantee their person-
nel appropriate and thorough training, ranging from IT specialists to basic
end-users of the systems. As long as there are human factors affecting sys-
tem usage, not even highly advanced cybersecurity technologies can alone
bring sufficient cyber-protection coverage against cyberattacks.

The starting point of the study and related workshop was to combine cy-
bersecurity research with the particular features of maritime logistics, in or-
der to gain a holistic model which can then be utilized when designing the
CR training platform. A multidisciplinary approach is needed to close the
knowledge and communication gaps between cybersecurity and maritime
logistics research and create a mutual learning process. Increasing imple-
mentations of new emerging technologies to existing maritime processes
will also increase the need for comprehensive cybersecurity simulations
and tailored training before the new implementations can be taken into op-
erational use.

The complexity of the maritime logistics environment and general lack of
cybersecurity standards is generating pressure for individual maritime or-
ganizations and ports to guarantee that cybersecurity preparedness and
technological competencies of their own systems, interfaces and personnel
are continuously up to date in order to decrease the cyber risks. When cre-
ating the CR training scenarios, it is also important to recognize the diver-

sity of different contextual settings and participants' individual skills.
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Developing the baseline and the first training scenarios in the CR are the
most time-consuming tasks when creating a training for a new context,
such as maritime logistics/ports. Once the target core systems and first de-
tailed scenarios are developed, adding new scenarios based on the existing
systems and/or introducing a similar system to the CR is a much lighter
task. The scenarios and related situational awareness implementations can
be reused extensively when moving the training into a new similar environ-
ment, e.g., a new port with a different set of systems in use. Obviously, any
new system has be to implemented/replicated into the CRif it is crucial for
achieving the training goals, but the overall scenarios mostly stay the same.
Once the maritime organizations have a validated risk management set up,
it should possible to recognize the weakest points of systems/operations.
This is valuable information to be given to the training organizers/opera-
tors of the CR. The requirements management process in the organizations
has to consider these cybersecurity-related requirements/risks as well and
how these could be mitigated. The EU Directive on security of network and
information systems/NIS (pl, art.3) highlights that cybersecurity should not
be considered purely as a technological but also as a strategic issue that the

organizations themselves are accountable for (NIS 2016).
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6 Discussion

The European Cyber Security Organization (ECSO, 2020a) estimates that
globally only around half of existing ports have a sufficient level of under-
standing in terms of their own cybersecurity aspects, which translates into
an urgent need for improvement. The demand for a high level of resilience
in global maritime supply chains is an increasingly important aspect of this,
alongside business continuity management as global markets consistently
require fast responses to change. The common trend is for cargo flows to
be as seamless as possible to avoid warehousing of goods. In general, this
means that manufacturing companies will have very limited buffer stocks
in case of disruptions in the supply chain, while at the same time being ever
more dependent on ICT systems. These advances create pressure for man-
ufacturing companies, logistics service providers and ICT companies world-
wide to put additional effort into their supply chain operability taking into
account potential disturbances in normal material flows.

Training designed for the most technically skilled cybersecurity profession-
als is certainly not something to challenge normal users of the systems
with. Pedagogically, the training must be tailored to the student — start
with the basics, then move towards the more complicated learning goals
that require prior knowledge. One hurdle to cross in cybersecurity (hands-
on) trainings/exercises is that not everyone attending may be right for the
level of difficulty of that specific exercise. Some may be highly skilled at cy-
bersecurity while others are at the start of their learning curve. If the exer-
cise is not effective for most of those participating in it, it helps neither the
participants nor those running it. Therefore, we emphasize the importance

of selecting appropriate participants for specific exercises and trainings.
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The most suitable solution would be to conduct a pre-exercise quiz or
small-scale online exercise to assess skill levels, allowing the organizers to
focus the exercise on the specific weaknesses of the participants. Better yet,
they could suggest that the organization willing to educate their personnel
divide the participants into one or multiple groups based on training needs.

This decision is, of course, up to the organization joining the exercise.
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