
Cyber-MAR is an effort to fully unlock 
the value of the use of cyber range in the 
maritime logistics value chain via the 
development of an innovative simulation 
environment adapting in the peculiarities 
of the maritime sector but being at the 
same time easily applicable in other 
transport subsectors. A combination of 
innovative technologies are the technology 
enablers of the proposed Cyber-MAR 
platform which is not only a knowledge-
based platform but more importantly a 
decision support tool to cybersecurity 
measures, by deploying novel risk analysis 
and econometric models. CSIRTs/CERTs 
data collected will be analysed and feed 
the knowledge-based platform with 
new-targeted scenarios and exercises. 
Through Cyber-MAR, the maritime 
logistics value chain actors will increase 

their cyberawareness level; they will 
validate their business continuity 

management minimizing bu- 
siness disruption pote-

ntial. Cyber-MAR will 
act as a cost efficient 

training solution cove-
ring the maritime logistics 

value chain.
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Cyber-MAR: Cyber preparedness 
actions for a  holistic approach 
and awareness  raising in the 
MARitime logistics supply chain
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Building cyber-resilience within maritime



IN ORDER to be well prepared for 
emerging and future cyber-attacks, 
efficiently mitigate risks and follow 
an as much as accurate and cost-
efficient cyber-defense investment 
plan, maritime logistics actors 
need to base their cyber defense 
strategy on palette of innovations, 
novel combinations of them and 
changes of mindset, reflected in 
the following Cyber-MAR high-
level objectives:

Enhance the capabilities of 
cybersecurity professionals 
and raise awareness on cy-
ber-risks

Assess cyber-risks for oper-
ational technologies (OT)

Quantify the economic impact 
of cyber-attacks across differ-
ent industries focusing on the 
maritime logistics value chain 

Promote cyber-insurance-
market maturity in the mar-
itime logistics sector (ad-
aptable to other transport 
sectors as well)

Establish and extend CERT/
CSIRTs, competent authori-
ties and relevant actors col-
laboration and engagement 

Cyber-MAR Cyber Range (CR)

This comprises all the technologies, tools 
and methodologies (hybrid coupling, 
IDS/IPS, data analytics and intelligence 
extraction, interconnection system to 
real automation equipment, networking 
with additional CRs and simulating 
environments module, situational 
awareness) related to the simulation 
environment, which will be deployed. 

Cyber-MAR Learning  
Management System (LMS)

This comprises technologies and tools 
related to the MOOCs, which will be 
developed within the project (training 
management component, content 
description processing, training database

containing all. The resources and data 
needed for content generation and 

environment 
creation).

Cyber-MAR 
Econometric 
Model (EM)

This comprises the 
econometric model 
that will assess the 
potential economic 
impact across different 
value chains due to various 
cyber-attack scenarios. The 
economic loss outputs from 
this module would be used 
in developing risk mitigation 
strategies.

Cyber-MAR risk  
analysis models (MaCRA)

ΜaCRA (Maritime Cyber-Risk Assess-
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threats. This mod-
ule will be integrat-

ed within Cyber- MAR 
platform serving as the 

risk model component of 
the system.
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