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The main objective of ECHO is to strengthen the proactive cyber defence of the European Union,
enhancing Europe’s technological sovereignty through effective and efficient multi-sector and multi-
~domain collaboration. The project will develop a European cybersecurity ecosystem to support secure
cooperation and development of the European market, as well as to protect the citizens of the
2 ><Euroe n Union against cyb@kthreats and incident vJust like we need secu-rlty systems to><protec;t-0ur

- physical bei 19, WERL oL as W EL SEER D LyDE . el LY 45' prote ':,‘-*’ digita f}-{x D LD

L T T I e L,

NAVAL = SIVECO ; CRM EM
GROUP
CONGOAR AN R YR 18 DO ‘.I v "I 4“1-: .F.:,
L ? e
\ e

EINCARNTIERI

Maynooth .

Ui t e 4 LCAUREA
&] e St s <
VISI®N:PACE

1

centSIG it s Bo th
centSIGN i o

This project has received funding from the European Union’s Horizon 2020 research and innovation
programme under Grant Agreement no 830943. Content reflects only the authors’ view and European
Commission is not responsible for any use that may be made of the information it contains.




NAVAL GROUP’S H2020 EUROPEAN COMMISION
PROJECTS NAVAL

GROUP

ECHOQO - EUROPEAN NETWORK OF CYBERSECURITY CENTRES A sl cciio
COMPETENCE HUB FOR INNOVATION AND OPERATIONS — GA 830943
Main ECHO PR

| MULTISECTOR New engagement opportunities:
concepts o ASSESSMENT ——oiiiiiiy

ey RAMEWORK S = ECHO Targete 15 new partner engagements in the I|fe of the
Z ZEis - **z?\' project

S Managed 0)Y the ECHO Mult| sector Innovatlon and Epr0|tat|on
i . C co nata e : ‘

; - .
[ T— . B .
7. ..“\ e N e AN TR Y

¥ CENTRAL
COMPETENCE
HUBAND
=~ ECHO
% GOVERNANCE
MODEL

This project has received funding from the European Union’s Horizon 2020 research and innovation
programme under Grant Agreement no 830943. Content reflects only the authors’ view and European
Commission is not responsible for any use that may be made of the information it contains.




NAVAL GROUP’S H2020 EUROPEAN COMMISION

PROJECTS

NAVAL

GROUP

ECHO - EUROPEAN NETWORK OF CYBERSECURITY CENTRES A opb:ccrio
COMPETENCE HUB FOR INNOVATION AND OPERATIONS — GA 830943

30 existing partners
15 new partner engagements
13 Existing centres

ECHO Early Warning System
16 nations ECHO Federated Cyber Range
9 industrial sectors 2x Early priority horizontal technologies

to be developed in the scope of the
project

5 demonstration cases 2x Horizontal technologies to be
oo developed under separate funding

13 security disciplines

6 technology roadmaps
3 multi-sector scenarios

This project has received funding from the European Union’s Horizon 2020 research and innovation
programme under Grant Agreement no 830943. Content reflects only the authors’ view and European
Commission is not responsible for any use that may be made of the information it contains.
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The Cyber-MAR aims to develop an innovative simulation environment for accommodating the peculiarities of
the maritime sector while, being easily applicable in other transport subsectors, W|th the view to fuIIy unlock the
- value of the use of cyber range in the maritime logistics value chain.
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Objectives

@Enhance the capabilities of cybersecurity professionals and raise awareness on cyber-risks

&) Assess cyber-risks for operational technologies (OT) . =

@Quantlfy the economic |mpact of cyber -attacks across different mdustrles focusmg on the maritime Ioglstlcs value chain

- |+ Promote yberis ance arket mat nty in the ma ime ’rogl cssector aptale to other ansrt,sectorsa weII
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Securing digital transition of manufacturing industry towards better connected,
collaborative, flexible and automated production techniques

- The Factory of the Future (FoF) as envisaged by Industry 4.0 trend must ' - l* 3
exchange digital information with the outside world, just like raw materials and P By 40* & >
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60 ponents, in a timeser |t,Lve’.<maAn er. The concept known as collaborative . D1 Lo S
"~ manufacturing drives increased agility, customizability and productivity gains & é ]’ oo
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Collaborative Manufacturing Approach

Evolving towards horizontal collaborative value chain Sectorial User Driven Cases
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