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Abstract

As the maritime sector embraces more technology to increase efficiency, lower
carbon emissions, and adapt to meet modern challenges, cyber and cyber-
physical safety become a more significant issue. However, unfortunately, much
of past research view cyber-security issues in transportation as primarily in-
formation technology problems. This paper designs and uses a case study to
illustrate how cyber-security and physical safety should be viewed together,
cyber and physical (ie. cyber-physical), when considering ship-to-ship and
ship-to-shore interactions. While there is some scenario designing, this case
study is built with real port data and ship systems to demonstrate a real-world
cyber-attack on a ship. It shows plausible physical effects that affect the safety
of those involved. This case study is also made realistic with a novel hybrid
cyber range and hardware testbed environment, designed to examine the dif-
ferent effects a ship-based cyber-attack could potentially have on a port. This
informs several solutions, technical and social, that could enhance cyber-
physical safety in marine transportation.
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Cyber-Physical Security, Safety, Port, Cyber Range, Cybersecurity

1. Introduction

In today’s world, both ports (sea and inland) and vessels are undergoing signifi-
cant change as technology evolves. While vessel control and crew situational
awareness can be improved with new technologies, the cyber-security concern

would be whether these advantages could introduce new vulnerabilities and
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safety risks. This includes global concerns around fully autonomous systems, but
also remote access, when crew and computers need to hand-off control to each
other depending on the situation [1] [2] [3]. Sector-specific systems, supporting
sensor and communication networks, and the Internet of Things (IoT) are also
growing in availability, ease of use and ease of integration. In general, ports are
becoming more automated, reducing waiting times, and integrating themselves
with surrounding smart cities and other transportation links (e.g. rail and road).
Newly designed and built vessels, such as cruise and container, are physically
becoming larger and have exhibited Information Technology (IT) converging
with Operational Technology (OT) [4]. This convergence can provide useful
monitoring and fine-grained control, sometimes even remotely, but also in-
creases the possibility a cyber-attack could have physical consequences.

When a cyber-attack can have a negative effect on physical safety of crew,
ship, or environment (e.g. nearby ships, ports, infrastructure), this article con-
siders that to be a cyber-physical risk to safety. Hence, the over-arching goal of
this research is to show how a cyber-attack can affect physical safety, through a
maritime-themed case study. More specifically, this case study brings awareness
to potential vulnerabilities and their possible outcomes. This is done by using
real data and lab equipment to create an awareness raising, but plausible, scena-
rio, where hijacking a large container ship’s rudder while it enters a port can
block the entrance and effectively reduce cargo throughput. The challenges of
safeguarding ports and ships from cyber-attacks are often addressed separately.

Generally, ports have been perceived as more critical to the overall supply
chain, and therefore received the most attention. However, as demonstrated with
the Suez incident [5], larger ships are being used and they are facing more chal-
lenging maneuverers around existing channels and ports. This lowers safety
margins when considering cyber-attacks on transportation infrastructure like
ports and vessels. The COVID-19 pandemic has also had major effects, both in
the flow of goods and the treatment of seafarers [6], highlighting the human
element in maritime cyber-physical safety as well. For a realistic case study, the
authors have collaborated with the Port of Valencia, ranked in 2020 as one of the
ten largest container ports in Europe. In 2020, this port saw 80 million tons
(5.428.307 TEU) of total traffic, 533,137 cars and 1,112,727 passengers [7]. The
Port of Valencia is highly specialized in containerized merchandise but also at-
tends to other cargo such as liquid, solid bulk, and ro-ro (roll-on/roll-off). It
manages passenger and merchandise traffic with the Balearic Islands, and rece-
ives many cruise ships annually. The port has three big container terminals ma-
naged by the most significant shipping lines in the world with 4.7 km of berths.

While targeting a port itself could result in downtime measured from hours to
weeks [8] and increase the physical risks of operations, this case study seeks to
determine if similar effects could be achieved if an approaching ship is compro-
mised instead of the port itself. This could raise considerable safety concerns,
and this case study is designed to encourage more discussion around improving

cyber-physical safety. This is true in maritime transportation, critical national
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infrastructure, and transportation in general. While the scenario is designed to
be as realistic as possible, some simulation is required to not cause any actual
damage to those involved (e.g., the Port of Valencia). Along with realistic port
information, this case study uses a ship simulator running in a cyber range, and
a cyber-physical testbed.

While the authors do use cyber range technology to simulate a large container
ship, the Port of Valencia environment (e.g., layout), and any resulting damage
to ship or port, hacking a simulator does not provide a realistic attack scenario.
Therefore, the authors execute the cyber-attack on real off-the-shelf ship systems
in a secure testbed and use a known CVE' for validation. This is to provide the
most realistic scenarios possible, both from the attack aspect and an effects as-
pect. To quantify the port downtime as the result of this attack chain, further
simulation is provided to calculate delays from both the effect of blocking the
entryway, when possible, and the secondary effects of delays and other port-
related logistics.

The results of this case study are multi-fold: 1) Approach the challenges of ma-
ritime cyber-physical risks to safety and raise awareness on possible, high-impact,
risks between ship and port; 2) Use cyber range hosted simulations to realisti-
cally explore potential damages in a safe manner; 3) Simulate downtimes to port
throughput; 4) Inform potential technical solutions and appropriate training to
reduce risks. The remaining sections are as follows. Section II examines relevant
works to maritime cyber-security, leading into Section III covering the essential
technologies and tools relevant to this case study. Section IV explains how these
tools are best used to explore a cyber-physical attack on a ship’s steering me-
chanisms at a critical point of inbound pilotage into the Port of Valencia. Section
V discusses the case study itself, including different outcomes by varying where
and when the same attack chain is executed. Overall results, impacts, concerns,

limitations, and future work can be found across Sections VI-VII.

2. Cyber-Security in Maritime Transport

There are several areas of cyber-security work that relate, but approach the
problem very differently, to this case study. These are needed, as recent trends of
cyber-attacks on infrastructure, such as power, water, and oil, show that sec-
tor-specific operations in the maritime sector, and transportation in general [9]
[10] [11], could also be in danger. Moreover, securing ports or ships in isolation
will not mitigate all risks, and that cyber-physical risks should be viewed at a
high-level, possibly even cross-sector. As explained more in Section VII, a port
infecting a ship or a personal device affecting either ship or port are out of the
scope of this paper, but the authors intend to explore this in future research. The
scenario in this paper is built on both cyber range (CR) and hardware testbed
technology to provide realism. Both technologies have been well researched, and

individuals are beginning to adopt these solutions for use across the maritime

'Common Vulnerabilities and Exposures (CVE) ID and Programmable Logic Controller’s make and
model not published for security purposes.
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sector [12] [13]. Understanding the cyber-security vulnerabilities and potential
cyber-physical risks to safety are also growing areas of research across transpor-
tation and maritime.

The case study this paper presents is different from IT-focused scenarios, and
has a higher probability of causing significant damage to people, goods, envi-
ronment, and infrastructure because of its OT focus. Affecting critical ship me-
chanisms through cyber-attacks has, to the best of the authors’ knowledge, no
related published work. A research project injected similar data into ship sys-
tems; however, this was done without actually exploiting a vulnerable system
[14]. Moreover, the attack only blue-screened a bridge terminal, whereas this
study uses a known vulnerability in ship systems that would trigger significant
physical effect on both ship and surrounding port. There has also been research
on satellites and their connections to marine systems [15]. In contrast, this paper
focuses on ship vulnerabilities that can be exploited locally, isolated, and does
not rely on external connectivity.

Considering the security of internal components, work on Programmable
Logic Controllers (PLCs), buses, and more, are a part of port and ship security
[8]. As an example, closed-circuit television (CCTV) would be an isolated sys-
tem on a ship or at a port. Most modern CCTV camera’s movements (e.g. swi-
vel) are controlled by a number of protocols sent over RS-422. This has some
semblance to NMEA 0183, and it has been shown that these serial ports and
protocols are vulnerable [16]. For the more modern Ethernet-based NMEA or
NMEA 2000, similar works on Controller Area Network (CAN) buses highlight
potential vulnerabilities in both cars and ships [17]. In addition to vulnerabilities
in these protocols for transmitting data and controls, there can also be vulnera-
bilities in local PLCs, which read and write serial data. There are several exam-
ples of this, which have been studied extensively, particularly in the context of
critical national infrastructure [18]. As a part of transportation, ports and vessels
are similarly vulnerable. Therefore, this case study differs in both the delivery of
the scenario and the scenario itself from previous works.

In one study [19], risks of a single simulated Electronic Chart Display and In-
formation System (ECDIS) were explored, with particular focus on the Windows
Operating System (OS) running on the system. Existing vulnerability scanning
tools were used; however, the paper did note the limitations of analyzing an iso-
lated system. In comparison, the testbed and cyber range combination in this
approach gives a higher view of the connected systems-of-systems (SoS) and
how an attack on one system (PLC) can have an effect on another (rudder).
Other work examining wireless communications going from satellite to vessel(s)
has also been examined for AIS (Automatic identification system) and satellite
vulnerabilities in isolation [15] [20]. Both have shown that many systems, such
as AIS, have not been designed to be secure. Moreover, in the case of AIS,
spoofing data is relatively simple, as the levels of authentication and encryption

do not match most other modern systems in the IT space. As there are currently

DOI: 10.4236/jtts.2022.121001

4 Journal of Transportation Technologies


https://doi.org/10.4236/jtts.2022.121001

K. Tam et al.

state-level actors involved with spoofing attacks on ships, it is clear that there are

cyber-security concerns for this sector [21].

3. Tools and Methodology

This case study was developed in collaboration with the Port of Valencia (port,)
in Spain to examine physical disruptions and safety risks caused by a cy-
ber-attack on an approaching container ship (ship.). To best analyze this, a
combination of accurate, safe, simulation and realistic cyber-attack is needed. To
simulate ship. and port, faithfully, experiments use Wirtsild software [22] in-
stalled on a portable cyber range, useful for demonstrations, as explained more
further on. However, hacking the simulation software proves little realism, so a
hardware testbed comprised of real ship systems is used to explore real-world
bridge cyber-attacks in the safety of a cyber-secure lab. For more comparison on
simulation, emulation, and hardware-based testbed for researching maritime
cyber-security, please refer to [12]. In addition to discussing some of the design
and use of the cyber range and testbed, this section also discusses the ship data
that is being altered in transit. Systems core to the case study experiments, in-
cluding programmable logic controllers, and navigation systems will also be

covered in this section for background knowledge.

3.1. Cyber Range Simulations

Cyber ranges (CR) are interactive, simulated representations that provide a safe
environment for trainees to gain hands-on skills, and/or a secure environment
for product development and testing. Uses of CRs, and their concepts, are
broadly defined and cater to a wide number of users and scenarios. In 2013, the
Australian government attempted to classify publicly available CRs around the
world [23], however much has happened in this space since then. A more com-
plete survey of existing CR architecture, design, and use is [24]. This provides a
comprehensive literature review on several aspects of CRs used globally. The de-
finition of cyber range this article shall use comes from this publication, which
defines a CR as an environment to realize and execute training scenarios and
provide a playground for trainees. Shortly after that publication in 2020, came
one of first published works discussing CRs for maritime cyber-security training
[13]. However, this paper only theorized the potential benefits, whereas this ar-
ticle actually uses a cyber range to demonstrate safety hazards using a realistic
cyber-physical case study.

The CR used for this study is capable of simulating port and ship characteris-
tics, operations, and most importantly, interactions. Physical elements like the
ship build (e.g., length, weight, turning radius) and port layout (e.g. entryway,
water depth, terminals) are critical for this case study (see Figure 1). Many cyber
ranges have been used in the past to play out IT focused scenarios, with a small
but growing interest in OT systems, the latter including notable elements like
Supervisory Control and Data Acquisition (SCADA) and industrial control sys-
tems (ICS) [25]. A significant advantage to addressing these issues with a CR, is
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Figure 1. Physical and Cyber layers of port and ship, with some simulated in the CR.

they often simplify complex systems, like the Internet, into smaller-scale scena-
rios that CRs of all sizes could deal with. Moreover, they are safe environments,
so this study’s simulations will only show likely damage, instead of inflicting real
damage. While it is often desirable to have a realistic training environment, sca-
lability hinders that development. Besides SCADA there are other OT systems,
but like the Internet is a significant focus for IT, SCADA has often been the fo-
cus for most OT research.

There are over 42 features defining ship’s simulation, including the name of
the ship it is modelled after, but for security purposes this paper will only state
the ship’s rough length is 390+ meters, and that it is based on a real container
ship that has entered port, several times as of 2021. The length and a few other
features determine essentials such as speed, turning radius, and the attack’s ef-
fects on the ship physically, as seen in Section V. Sea areas and ship models were
purchased from Wirtsild and can be assumed sufficiently accurate to demon-
strate the physics of compromised ship. interacting with port, as the scenario’s
cyber-attack plays out. Figure 2 shows the charts as would be see on a ship’s
ECDIS. These electronic charts (e-charts) are identical to those used by real
ships and produced by the United Kingdom Hydrographic Office, which are
highly accurate. Thus, with accurate environment, route and ship profile, the
simulator is able to generate and send live ship data to the testbed, in real-time
to other systems, or saved and replayed for training.

Based on the port data, historic routes/data, and certified mariners, a route of
entry was planned using the specified ship target into port, , taking into full
account the physical attributes of both and the date of arrival. For security, these
details are out of the scope for this paper, with the critical point being that a ves-

sel of this size is likely to enter this port with a specific range of speed and with
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Figure 2. Anonymised pilot plan of large container ship. entering portp as seen on
simulated ECDIS in CR.

the rudder changing angles precisely at four critical points (see Figure 2).
Therefore, the objective of our case study is to either alter the angle, or block le-
gitimate commands to lock the rudder. In our simulations, the resulting differ-
ence of rudder angle after attack, even though not a huge deviation, was suffi-
cient to block the entry way to port,’s container terminal, and in some variants
(see Section VI), the passenger terminal as well. This has provided safe but
trustworthy verification that the cyber-attack proposed could have a significant
physical effect on safety and throughput.

To understand the wider impact of a port with partially or fully blocked en-
tryways, a simulation model has been developed separately to the CR to calculate
delays due to the cyber-physical vessel attack, a critical first step to understand-
ing econometric and supply-chain impact. While several experts in navigation
and from port, verified the simulations, some of this information is publicly
available and therefore there is less added risk when discussing the route. How-
ever, details of the network and ship/s systems are still kept private or have been
obfuscated in some way. Discussions of findings will also obfuscate some details.
Apart from accurately simulating the interactions between ship and port with or
without various cyber-attacks, live data is extracted from the cyber range simula-
tion in real time, and fed into the physical testbed. It is here where vessel systems
are attacked to change valid rudder inputs, or drop valid inputs. While there is a
known vulnerability, with a known CVE, that shows this attack is possible, doing
the cyber-attack with real hardware in a secure network-isolated environment

provides some additional verification.

3.2. NMEA Data

Previously it was mentioned that the case study’s cyber-attack was able to modi-
fy ship data. More specifically, this manipulated NMEA (National Marine Elec-
tronics Association) data. As this data is being extracted from the simulator in

real time, it is possible to get all the accurate headings, speed, Global Positioning
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System (GPS) coordinates, and more, of ship. entering port,. This can be fed
into the ship equipment in the authors’ testbed. NMEA is the primary electrical
and specification for communication vessels. All of the network signals in Fig-
ure 3 use NMEA, between the compasses, AutoPilot, rudder control units, and
sensors. This is typically the protocol used on the OT side on vessels, whereas
SCADA is still more popular for port OT.

NMEA 0183, the replacement for the previous NMEA 0180 and 0183 stan-
dards, is still used. However, in many areas of the sector it is being phased out
for NMEA 2000, which allows equipment to exchange data over a single back-
bone and is the current modern standard. As of 2014, however, there now exists
a NMEA marine Ethernet standard. This uses Controller Area Network (CAN)
technology that can co-exist with NMEA 2000. Organizations like the U.S. Coast
Guard do not believe this will replace NMEA 2000/0183 [26], but it may still be-
come more prevalent with future, possibly autonomous, builds based on its in-
creased capacity for linking systems. By focusing on a known and documented
vulnerability it can be shown, and validated with testbed experiments, that
NMEA data can be used by malicious software to make decisions and influence
physical behavior through the manipulation of data alone. As seen in Figure 3,
these data readings and manipulations in a comprised PLC would happen be-
tween bridge and steering gears, making intrusion detection by conventional IT
or Internet based solutions very difficult.

The average ship life span in the global fleet is roughly 20.3 years [27], mean-
ing that there still exist ships that do not use Ethernet for marine equipment, and
may not for several more years. Therefore, one advantage of using the physical
hardware testbed is the ability to test the attack with different NMEA standards
and systems. From these experiments, not all ships are vulnerable to this specific
attack chain, but so far it has been possible to achieve similar effects with differ-
ent attacks. However, that is outside the scope of this paper. A sample of NMEA
strings extracted from the simulations are below, with coordinates changed to

obfuscate exact physical location:

SHIP BRIDGE ROOM

Heading Sensor

STEERING GEAR ROOM

SHIP. BRIDGE AREA

Il - 1GPS Daa [

L 4 i RUDDER LOCAL ;
T ! Tt ! i CONTROLUNIT ;
Rudder ! AutoPilot i . ! v ey
Control & 1 Atorrot Heading i Magnetic ! NMEA
Alarm Panel i Console ; Compass ;  Compass : IR IEIEE - prmme _._._._i
........ :

| Hydraulic Steering

1
; Sensor Gear .
1 e imim e m 1

Rudder Angle

Vulnerable PLC RUDDER CONTROL UNIT
Rudder Rudder
A Port Starboard
Allow NMEA data to be
changed before sending to HELM NMEA between BRIDGE and
STEERING GEAR ROOM ~ —CONSOLE STEERING GEAR ROOM

Figure 3. Simulated CR elements on the left in solid lined boxes, and physical hardware testbed on
the right, with some hardware, shown with dotted boxes, on left side.
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$GPGGA, 225444, 25.00000, N, 0035571.00000, W, 3, 25, 0.87, —37.50, M,
52.50, M, *7A;

$GPRMC, 225444, A, 25.00000, N, 0035571.000, W, 0.000, 90.000, 010221,
0.000, E, A, V*44;

$GPGNS, 225444, 25.00000, N, 0035571.00000, W, AN, 10, —37.50, 52.50,
V*30;

$GPGLL, 25.00000, N, 0035571.00000, W, 121624, A*36;

$GPVTG, 90.000, T, 90.000, M, 0.000, N, 0.000, K*4E;

$GPGSV, 10, 1, 10, 2, 17, 87, 40, 10, 58, 68, 42, 15, 18, 146, 40, 16, 17, 322, 40,
1%62;

$GPGSA, A, 3, 02, 10, 15, 16, 18, 21, 24, 26, 29, 30, 1.4, 0.9, 1.1, 1*23;

$GPZDA, 225444.00, 01, 02, 2021, 00, 00*66;

$GPHDT, 90.000, T*0C.

3.3. Hardware Testbed

To better understand the global positioning system (GPS) data, please refer to
the NMEA headers in Table 1. Once the vulnerability in a ship system is ex-
ploited as shown in our case study, the malicious PLC can alter certain message
that are then be sent to the rudder mechanisms (see Figure 3 and Figure 4). To
mitigate corrupted commands, NMEA does have a checksum at the end of each
command; however, this can be easily forged. Several manufactures of ship
equipment have their own proprietary NMEA 2000 compatible networks with
unique names. However, for the purpose of this study, these will all be referred
to as NMEA 2000, as they are semantically identical in this scenario. Details of
the subsequent attack on the control unit, altered messages, and checksum are in
Section IV-A. While the hardware testbed (festbed,) is built with as many

Table 1. Relevant NMEA header and fields which all start with the $ symbol. Checksum
is not included.

Header Purpose
GPGGA Global Positioning System Fix Data
GPRMC Recommended minimum specific GPS/Transit data
GPGNS GNSS capable receivers will always output this message with the GN
talker ID

GPGLL Geographic position, latitude/longitude
GPVTG Track made good and ground speed
GPGSV GPS Satellites in view

GPGSA GPS DOP and active satellites

GPZDA Date and time
GPHDT Heading, True
HEHDT Heading, True

IIXDR Rudder sensor angle
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Figure 4. CR displays ontop of portable CR computers and servers on left, main rudder
testbed components on right with some systems like ECDIS out of view for security

> »

purposes, and the “attacker’s” computer.

off-the-shelf, and therefore real, marine systems as possible to replicate a num-
ber of ship bridges, there are limitations as the lab itself is stationary. Therefore,
NMEA from the CR simulations can realistically drive these systems. While
there are numerous NMEA simulators and generators available, to ensure the
most realistic data and reactions, these experiments use a certified simulator
from Wirtsild, used to train professional seafarers globally.

As mentioned before, this includes a large suite of virtual assets and an accu-
rate physics engines to simulate complex environments, situations and maneuv-
ers. In particular, the authors are interested how the ship model would handle in
restricted waters with accurate waves, currents, depths, wind, and obstacles both
fabricated and natural. This includes general geographical topology, environ-
mental conditions, vessel type (e.g., capacity, length, turning radius) and physi-
cal entrance to port, Simulations also include accurate tide and on-average
weather patterns for CR’s simulation date (Ze. day, month, year), which does
have some effect on the cyber-physical outcomes. This can be varied for training
and research. For this case study, testbed, consists of several real system found
on-board ship,, all connected with each other in a realistic manner, providing
real-world vulnerabilities and reacting to a cyber-attack as accurately as possible
in a lab environment (see Section VI). However, given the size of vessels and the
ocean or port environments they often interact with, the simulation described
earlier is required. In terms of related works, despite a vessel or port being a
complex system-of-systems [28], there is less research on a realistic multi-system
setup. Examples of complex systems include the power grids, oil pipelines etc.,
have all been well-researched [29]. While some solutions can be applied
cross-sector, others cannot as ships have unique threats to consider [30] [31].

The developed testbed,, hosts hydraulics systems, a rotating robotic compass
platform, a rudder feedback unit, a scaled-down rudder with tiller arm, a custom
designed NMEA interface, and off-the-shelf ECDIS with display (see Figure 4).
The testbed is capable of interpreting NMEA sentences over a wide range of
communication protocols, including the aforementioned Ethernet, RS232,
RS422 and CAN (Controller Area Network) bus. Which systems communicate

with NMEA and the direction of communications can be seen in Figure 3. In
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this figure, it is also important to note that testbed,, replicates the local rudder
control unit that would normally be found in the steering gear room. With the
bi-directional communication between bridge and steering, this feedback loop
from rudder angle sensor into the autopilot/interpreter could potentially detect
discrepancies between instructions and action taken by the rudder, and therefore
an attack. However, as it is now, manipulations of NMEA introduced by the at-
tack have not, so far, triggered any alarms in these systems throughout our expe-
riments. This is explored in Section VI.

Both the rudder and rotating robotic compass system receive commands via
the corresponding NMEA sentences received live from CR simulations, which
are indistinguishable from a container ship actually entering the real port of Va-
lencia. For realism, the robotic platform is also designed to faithfully spin the
compass to match the simulated direction of the target ship (see Figure 4), and
therefore produces real compass readings that are then fed into the other real
marine systems in the testbed, like the ECDIS. A full hydraulics system was also
employed, which was the closest alternative the authors could find to move the

rudder on such a smaller scale.

4. Case Study Design

Previous sections have provided the background knowledge to illustrate how a
CR with appropriate maritime simulation capabilities and a cyber-secure hard-
ware testbed, when used together, can both simulate and accurately demonstrate
how a cyber-attack can manipulate the rudder of a large vessel (390 plus meters,
roughly 1280 feet). Now it is possible to show that this case scenario, which has
been validated and tested with lab capabilities, can have significant negative
consequences to physical and econometric safety. It has also been established
that a ship of that type and size has entered the Port of Valencia in the recent
past. Moreover, the geographic and terminal layout is known based on accurate
charts and was confirmed by the port itself. Such contextual information is fed
into both simulations and used to physically configure the hardware testbed. The
following section will describe the general hybrid experiment operations, the
actual firmware cyber-attacks, and the various outcomes of the simulations and
testbed experiments.

The Wirtsild [22] ship simulator runs in a standalone, portable, cyber range
with 4 CPUs, 16 GB RAM, 3 computers and 2 servers. This makes it easier to
isolate, and therefore, secure. The computer used for throughput simulation has
a 2.6 GHz Intel Core i7 with 16 GB, 1600 MHz, and DDR3, although this is not
discussed until Section V. These can also be seen in Table 2. All systems that are
used for the cyber-physical attack are connected to an internal lab network to
ensure no attack could affect systems outside the lab. While the uni-directional
flow of data from the CR to the testbed means the simulation cannot be changed,
it does mean there is no way for the testbed to negatively affect the realism of the

simulation. The only data fed into the throughput simulations are information
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Table 2. Hardware setup for experiments.

Cyber Range Testbed,, Throughput simulation
3 computers (4 CPU, 16 GB RAM) ECDIS MacOS Core i7
2 servers COMPASS 16 GB 1600 MHz
Windows Rudder & Thrusters DDR3

of port goods and statistics, the rail and road connections in the terminals, and
damage created with simulation, which is manually input into the throughput
model. Therefore, there is no need to isolate the machine hosting the throughput

model.

Case Study Scenario

With the scenario background and lab, it is now possible to explain the use of
these for experiments and training. It is also possible to examine the resulting
safety risks, and explore the cyber-attack that is the trigger for these concerns.
This case study takes one known, high-risk, CVE case that could affect steering,
but is one of many known such vulnerabilities [32] [33]. As discussed later in
Section VI, it was necessary to remove the specifics of the CVE case, PLC make
and model from the paper for security purposes. That said, there have been a
number of PLCs in general that are vulnerable to firmware update attacks, and
others, as shown in Section II. Past research shows that malicious firmware can
cause a wide range of outcomes [33]. There are three stages to the attack: 1) Ma-
licious firmware change; 2) Monitor ship.-location; 3) Execute rudder change.

For the purpose of a plausible, awareness raising case study, the authors
choose a supply chain attack to deliver the malicious firmware. This can be dur-
ing upgrade services, or scheduled maintenance. There are other known me-
thods of a malicious firmware update, however, this is useful for developing
CR-based training and supply chain awareness exercises, of which there are not
many despite existing threats [34]. For the second part of the attack, the now
compromised device monitors NMEA traffic (see Figure 3). With the way test-
bed,; mirrors a real ship bridge, the malicious software sitting in testbed,, can see
the GPS coordinates within the NMEA stream in real-time. To create a scenario
where the software is isolated and does not require external control, the pur-
pose-built malicious firmware is able to use geo-fencing or a countdown timer to
define the physical entry of port, with GPS coordinates, and use that knowledge
to decide when to begin actively manipulating NMEA data, instead of passively
observing.

While geo-fencing is a possible trigger mechanism for an attack, although un-
likely, this scenario has again been designed and optimized to best demonstrate
various cyber-physical risks for short training, and awareness raising, scenarios.
Based on previously established PLC and malicious firmware research, there is a
possibility of a remote or manual trigger for these injections as well. The authors
have also tested this possibility with some success. Therefore, there are other
ways an attacker could attempt to trigger such an attack based on location, time,
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or situation. However, the method chosen requires no external communication,
making this malicious device a completely autonomous attacking agent. Unfor-
tunately, this is then very difficult to detect via traditional IT methods that tend
to be built on Internet packet analysis and operating system logs, demonstrating
how security solutions need to develop more to address cyber-physical uses.

Although unlikely, a geo-fencing type of attack trigger is possible, as the
NMEA strings for GPS coordinates are available, and geo-fencing has been pro-
posed for ships to optimize fleet management in the past [35]. This deviates
from past research focusing on communication to and from ships, and instead
showcases an internal threat created by a supply chain vulnerability. This high-
lights supply chain and maintenance security concerns that are often left out
[34], and the unique cyber-physical risks it can cause. This case study shows that
the movements, position and even speed of a ship are equally relevant to under-
standing the threats, as knowledge of the underlying technology. In this case,
triggering the rudder change as ship. enters a specific zone in port, gives the
crew little time or space to react (ie. small reaction window), increasing the
chances of a major event, more so than if the attack were to happen at sea.

In general, this case study is a worst-case scenario, as it is unlikely that an at-
tacker can get all these elements (Ze. supply chain, vulnerable PLC, perfect trig-
ger) to work. Moreover, crew are able to physically bypass the rudder and steer
completely manually. However, if crew are unable to act quickly, and the win-
dow to act is small, then an attack can still have severe consequences. Moreover,
malware can be spread over multiple vessels, and only one needs to succeed to
cause significant harm and damage. That is why the actual rudder hijacking, im-
plemented in the testbed,, but with effects played out in the CR for trainees, oc-
curs at a critical point, to maximize the physical risk and potential harm for an
awareness and training case. If this attack were to happen out at sea, while the
vulnerability is still serious, there is likely to be less damage. It is also important
to note that ships of ship/s size are often assisted by tugs in real life, and while
they could mitigate the issue, that only shifts the safety risks to the tugs and their
crews [36] instead of the wider port environment. Therefore, while the threat to
safety, econometric cost and port throughputs may vary depending upon tug
presence, actions, and capabilities, the overall risk to safety is still high, just ei-
ther focused around the tugs or surrounding port and other ships [36].

There are actually multiple locations within ship. where the attack could be
triggered with different outcomes and levels of threat to safety, see Section V for
more, however at what exact points and at which specific rudder angles will not
be discussed in detail, only in general terms. Once the compromised device
starts to alter NMEA data, this can either change the angle of the rudder, or lock
it. Both of these have been proven to be possible in the testbed,, and both the
physical rudder mechanism and the real ECDIS accept these altered packets as if
they were genuine. With both methods of injecting and changing NMEA data
established, it is important to explore what could be achieved with this access,

and the negative cyber-physical outcomes that could occur as a result.
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For injecting a custom rudder angle, two NMEA field values need to be
changed, the numeric angle of the rudder (ie., —30 degrees for port, and 30 de-
grees starboard) and the two hexadecimal long checksum at the end of the
string, following the * character. An example of a malicious rudder instruction
can be found below, where 30.00 is the new angle instructed, and 4D is the new
checksum to pass any potential error checks:

$IIXDR, G, 30.000000, RUDDERI, G, 0.000000, RUDDER2*4D.

Figure 5 shows one possible location and one possible rudder angle deviation.
By varying the attack, ie. trigger and angle, it is possible to create a range of
safety risks and detrimental changes to port throughput. Variations in tug pres-
ence and tug actions also vary results. With this case study established, it is now
possible to discuss the range of outcomes, and the types of training and solutions
that can be used or created, without releasing specific details on system vulnera-

bility, route, and rudder angles to provide some security to the authors’ findings.

5. Results and Findings

It is worth discussing the human element of this scenario more before examin-
ing the physical and digital results. A ship engineer did say that engineering crew
is able to bypass any compromised systems and insert a physical wheel directly
onto the steering gear as a manual override. However, it was also said that it
would likely take ten or more minutes to detect drift, and in this case, that has
proven to be enough time to still cause harm. That said, a few experts have
mainly theorized this, and now that this case study is a repeatable training sce-
nario on a portable CR, that could be taken to other training locations, future
work will look at subjecting a number of crews to this scenario and building sta-
tistics around their reactions. As discussed in Section VII, this will be a useful
extension to this work by finding and addressing gaps in training. That said,
even with the limited validation testing during this study to ensure realism, there
have been variants of the simulated scenario where, even if an experienced crew
knew the attack was happening, it was difficult to prevent damage due to the po-

sition and inertia of ship.and the layout of port,.

5.1. Physical

In terms of biggest disruption to port operations, there is one scenario variant
that caused the ship to block the entire container terminal of port,. During si-
mulations, ship.and its cargo was also often physically damaged. If this were to
happen in real life, a cleanup of its surroundings would be needed to regain op-
timal operational efficiency. In the simulation variations, however, it is impor-
tant to note that causing enough damage to sink ship. was highly unlikely, as
was triggering a significant fire onboard. However, some containers could be
shaken loose and fall off, and discussion with the port has informed our
throughput model how long re-floating cargo and/or ship.would delay a return

to normal operations.
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Y

Figure 5. Example of route change based on NMEA alterations of rudder instructions.
Positions are obfuscated.

The change in rudder could be physically observed by surrounding vessels
(including tugs) and those on ship, may realize that the rudder is unresponsive
or acting erroneously. However, with this very specific port and ship, many of
the variations in attack inflicted a minor deviation to the rudder angle (R6). If
there is a limited rudder angle change (JR6) that is difficult to detect through
observations (/im,,,), then for any of the case study cyber-attacks (a) in ship,
the difference in rudder angle movements (JR6) is often less than what the limit
of change that is easily observed (im,,,). Again, this may not be true in other
port or water entryways. With a range of 5 - 10 case study variants, the range of
downtime to the port ranged from half a day to six days. Again, this takes the
case study and realistically varies the point of attack, the cyber-attack action (ie.
rudder compromise), presence of tugs, and crew reaction. This has varied the
percentage of throughput decrease, as some variants either fully, partially, or did
not block the cargo entrance. Simulations also take into account connecting
railways and road when appropriate to the port, which can lead to a larger over-
all transport view.

To begin understanding the wider physical effect on the transportation supply
chain, the authors take port, data and case study downtimes and integrate them
into a model. The details of this are outside the scope of this paper, but the mod-
el analyses port container operations using discrete event simulation techniques.
Instead, this paper only focuses on using this model to calculate downtimes [37]
[38], and not the mathematics involved. For background however, this model
uses the MATLAB [39] platform using the simevents and simulink packages.
This makes the ability to adjust the port throughput simulation to the situation
in the ship simulator more valuable and the results of port delays are more gra-
nular. Knowledge of port repair and recovery operations, and the tools required
to do, are also important to understand time to recovery if containers are sub-
merged or floating. However, that level of detail is not considered in this scena-

rio, and instead an average window of repair or recovery is used.
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The port throughput simulation is a queue based model which models the
high level operations of a port such as the unloading/loading of cargo, intra-port
transport and container yard operations. The main parameters used to inform
the modelling process include: 1) The number of vessels serviced by the port of
Valencia during the entire year of 2020; 2) The mean duration it takes to service
each vessel; 3) The proportion of land-based transport which is rail or truck
based; 4) The mean dwell time of containers on the yard.

Vessel arrival times are modelled as following a poisson distribution and ser-
vice time distributions are modelled as following an Erlang distribution, this is
consistent with the traffic and service distributions usually experienced in ports
and is consistent with the recommended distributions that UNCTAD recom-
mends are assumed for port planning purposes. Details of this simulation are
outside the scope of this paper, but the outputs are critical for understanding the
scenario outcomes.

Figure 6 and Figure 7 show the service durations and the vessel wait times
which could be experienced if the port suffers a complete blockage disruption
that spans six days. This is around the upper limit of disruption that is estimated
as being possible as per the scenario discussed in this paper. Each unit of time in
the graphs corresponds to 15 minutes. The service duration graph shows the ex-
tent to which vessels would be severely disrupted by port operations halting. The
time it would take for the most severely affected vessels to be serviced would in-
crease from an average of one day to as much as eight days (six of those days

would be spent waiting for port operations to open up, causing congestion and
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Figure 6. Service duration vs vessel depart time.
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Figure 7. Number of vessels waiting vs time.

pollution near the port). The number of vessels waiting would also rise to over
35 vessels at its peak. This is assuming that the disruption occurs at a period of
time when the port is experiencing an average amount of traffic, based on the
date of simulation. If the disruption occurs at periods of time when the port is
especially busy, then the disruption caused could be greater than the estimates in
Figure 6 and Figure 7. In terms of physical safety, in several case study variants
the hull of ship. was damaged in some way, and in some cases it was possible
that cargo may slide or even come off in the higher-impact variants. Safety of the
crew and those on shore are also at risk, although the risk to those on shore may
be re-assigned to those operating tugs, if they are present. With the date of the
simulation there is little safety jones concerns of ship. colliding with other in-
coming or outgoing vessels, cargo, cruse, or any other type. However, is it possi-
ble that a different date would have more or less congestion at port,, which
would affect both other ship safety, and throughput.

5.2. Digital

Several aspects of this case study, while plausible and with real cyber-attacks
demonstrating that these are possible, the likelihood of the worst-case scenario is
unlikely. With the cyber-attack being designed as a supply chain attack, and with
no external communication, this is also an unusual case for traffic it produces.
Other variants would also be much easier to detect with existing detection soft-

ware and mechanisms or even by crew.
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Previous work affected visuals on the bridge [14] and this would be a clear in-
dication that something had gone wrong. This makes human-based detection
difficult, especially when the changes in the rudder angle are subtle. As nothing
malicious, firmware or communication packets, ever enters the bridge during
this scenario, any protection or detection software located in the bridge would be
ineffective. There is little digital footprint or visible symptoms associated with
this case study, as it was designed to be. This again is a useful training scenario,
one that can be repeated in the cyber range. Sections on both mitigation and fu-

ture work will explore this in more detail.

6. Discussions

This case study is not purely theoretical, but the parts that are, are validated and
based on existing vulnerabilities (e.g. CVEs) and research. This led us to a
plausible, yet difficult to detect, supply-chain and PLC firmware attack that
could compromise a large container ship’s rudder. While the threat may exist, a
significant question to answer was, how much of a safety risk could one device
on one ship inflict on the surrounding port and transportation links? With vari-
ations in the case study, it was also possible to establish a range of port down-
time and range of risk to safety. With the combination of a cyber range (CR)
with scenario simulations and hardware testbed, it is possible to repeat the sce-
nario with small changes, which is also good for training the people to recognize,
and react to, this cyber-physical attack. In summary, this case study highlighted
some cyber-physical threats to:

1) Threat to crew: in scenario variants where collision occurs and with
enough force to cause damage, crew safety is a concern;

2) Threat to port: in scenario variants where the ship collides with different
zones of port, different levels of damage can be realized;

3) Threat to other vessels: in scenario variants where tugs are attempting to
regain control or there is traffic, other vessels’ safety may be in danger as a re-
sult;

4) Threat to supply chain: in all scenarios some delay is introduced, however
some can cause significant delay, but also require clean-up time.

This following section will discuss these threats further while addressing, or
re-addressing, several ethical and legal concerns. New protection, detection, and
training solutions for these threats to safety are also proposed. Lastly, limitations

and future work are discussed.

6.1. Ethical and Legal Concerns

Some of the data on ships entering into ports are publicly available through AIS
databases and websites. While this is true, details on heading, rudder angle,
speed, and specific coordinates of a large container ship are removed from the
images and not explicitly shown in this paper. However, these details are within
the CR simulations as they are critical for calculations, just not published for se-
curity purposes. Similarly, details of the large container ship are not explicitly
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shared here, except for a rough length, even though that is also somewhat pub-
licly available. Again, the CR simulation is based on a real container ship, but
specifics are not shared here. This is to obfuscate details of certain classes of
ships that could be vulnerable to a real attack. Lastly, the make and model of
specific systems in testbed,, are obfuscated for the purpose of publication, as well
as the CVE used in the cyber-attack.

While all CVEs are public, naming the CVE could lead to dangerous situa-
tions. One detail the authors will disclose is that the CVE was judged to have an
extremely high risk, especially since it was easy to exploit with high safe-
ty-risking consequences. The Port of Valencia is known to be working on this
research based on public records of project funding, so there was little reason to
obfuscate the port being used, but again NMEA messages with highly accurate
positions for the ship are obfuscated as those details could be mis-used. Lastly, to
obfuscate the most damaging points to trigger the attack and what the attack
looks like, this case study also uses case study variants to put upper and lower

limits on the delays and risks to safety possible with this scenario.

6.2. Future Protections and Solutions

There are several mitigation solutions that could prevent this scenario, and va-
riants thereof, from occurring in real life. These can be categorized as intrusion
detection systems (IDS), supply chain security, System-of-System pen-testing
and audit tests, training, and hardware enforced security.

Firstly, IDS is a significant part of this research. When there are no visual
symptoms to a cyber-attack, the ability for a trustworthy computing device to
monitor digital activity of malicious behavior is critical. However, most off-the-
shelf IDS solutions would not work to detect the attack proposed, based only on
the fact that NMEA sentences are manipulated instead of Internet communica-
tions.

NMEA does provide a simple checksum method, which was introduced to
identify errors, and in this case manipulations, in the data. However, this is a
simple calculation, just XOR all of the bytes between two delimiters at the start
and end of each string, and written in hexadecimal. Furthermore, our experi-
ments showed that it was possible to inject data and a new valid checksum in a
manner that could not be detected and resulted in us hijacking the rudder.
Therefore, a way to mitigate this threat is to strengthen the NMEA checksum
security with a more cryptographically secure hash or signature, and to insert
more NMEA sentence checks at critical points in a vessel’s SoS. Recent works
that have tried to improve both of these and, if widely adopted as good and se-
cure practice, would provide additional protection [40] [41]. In Section VII, fu-
ture work on ship IDS will be explored, as there is not a lot of solutions that
could be directly applied today.

In addition, enforcing software solutions with additional hardware, particu-
larly for attacks low in PLC’s like firmware, are also possible [32] [42]. As an
example of adding or changing a system, a number of firewalls that were intro-
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duced into testbed, were able to stop altered packets. This included a Hensoldt
firewall. This does not mean that others were found vulnerable, as not all possi-
bilities were tested. However, a working firewall alone is not a sufficient solution,
as editing NMEA sentences could still result in a denial of service attack if the
firewall will then prevent all rudder changing commands. More on this in the
future works section.

Supply chain security is another critical part of protecting ships in general. As
various vessel and port components are produced globally, and the lifetime of a
ship means many systems are expected to have long life-cycles, acquiring parts
and servicing those parts are critical aspects of supply chain security. However,
even if a ship runs for twenty plus years, it is likely that some systems will be up-
graded due to failures, changes in regulations, or to reduce various physical and
cyber risks. Therefore, the security of the supply chain and the wider sys-
tem-of-systems is critical. This issue is what the festbed,, was designed to study
and provide solutions, which is explained more in Section VII.

While physical testbeds are useful, for the reason our hybrid approach in-
cluded simulation, it is also important to add and refine existing capabilities to
existing simulation software to simulate cyber-attacks in a safe manner. Using
these solutions together helps negate the drawbacks of each and provides a more
multi-disciplinary and broader understanding of the issues. The port throughput
simulations were an example of simulating physical effects of an attack, after
they were tested and verified to work on the real hardware, without negatively
affecting a port.

A significant reason for using a CR is that simulating the symptoms of ship
and port cyber-attacks has been critical in training both security and seafarer
professions in maritime cyber-threats (see Section VII for details). A realistic
scenario that is re-playable in simulation creates a safe and effective way to train
people [13] [43]. In the scenario variants where a faster reaction time could re-
duce safety risk and damage, this training is critical. In variants where crews
were aware of the attack from the start of the exercise, training is a less effective
solution, and so both technical solutions and training would be needed to pre-
vent every scenario variant.

Lastly, updated regulations from bodies such as the International Maritime
Organization (IMO) could greatly improve the cyber-security of a ship, as it has
done for physical security for decades. In addition, understanding how to pro-
tect ports from vulnerable ships could strengthen security of the wider transpor-
tation connections rather than segmenting ships from ports. The experiments in
this were novel in that sense, whereas most previous research (as discussed in
Section II) into maritime cybersecurity have focused on one system, only ships,

or only ports.

6.3. Training

As the previous sections have mentioned, the use of this particular testbed and

CR, along with scenario variations, offers a good source of training material.
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This training material provides a broad understanding of the cyber-physical
risks within the sector, as well as offers a way to enhance core skills, like the abil-
ity to recognize and respond to a cyber incident. International Maritime Organ-
ization Resolution MSC.428(98) [44] stipulates that an approved safety man-
agement system should provide for the continuous improvement of safety man-
agement skills of personnel on board ships and ashore. Currently, the IMO’s In-
ternational Convention on the Standards of Training, Certification and Wath-
ckeeping does not explicitly mention digital skills [45]. However, to fulfil the ob-
ligation of ensuring personnel are qualified, and fit for their duties, cyber skills
must be developed.

The adoption of a testbed and CR like the ones discussed in this paper offers a
way to address this growing need, and being able to run the same scenario with
different types of personnel, not just seafarers, provides the opportunity for all in
the sector to experience a “real” cyber incident. As [46] argues, the use of simu-
lators, such as the one presented here, allows trainees to practice skills, and im-
plement knowledge in a safe environment. The use of digital environments also
adds repeatability into the training space. During cadet training, cadets spend
time at sea on board vessels during real operations. This process means that ca-
det experiences are limited to what actually happens during their time on board,
and will differ person to person depending on their placement. However, with
simulation, it allows all cadets to have as close to “real-world” experiences as
possible. What is more, they can also experience the same scenario multiple
times, giving rise to the opportunity to learn from their mistakes, and work with
others to overcome them. A quality that is not possible with traditional sea time.

Another skill that is vital for ensuring the continued safety of maritime infra-
structure is communication. During academy training cadets spend time work-
ing with other mariners, in the classroom or at sea. These experiences teach
them the skills required to communicate basic information with other bridge
crew, or port operatives. However, because of the complex nature, and lack of
technical skills and understanding personnel are ill-prepared to communicate
with technical shore side staff about cyber risks. As [47] argues, effective com-
munication is vital in a cyber-incident as it allows individuals to: 1) Assess what
is happening, otherwise known as situational awareness; 2) Locate who or what
is at risk; 3) Automate those personnel who need to act; 4) Notify what actions
those personnel need to take. Simulator training could offer a unique opportu-
nity for trainees to learn how to communicate cyber-physical safety concerns
with those around them. Running these scenarios with a mixture of maritime
personnel including: seafarers, port operatives, IT support and senior manage-
ment, will illustrate what information needs to be shared, and how best it is

shared. This may also be useful for other sectors concerned about cyber-physical.

6.4. Limitations

While this article’s experiments are based on a realistic sequence of events in a

realistic environment, the ability to do such a detailed deep-dive into the physi-
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cal and cyber characteristics of a single ship and port, is a limitation in a way.
There are many other types of ships with different cyber-vulnerabilities [4], and
only container ships are considered in this case study. While shipping is signifi-
cant to the global economy and supply chains, other ships are just as critical to
provide fuel (e.g., oil tankers), food (e.g., fishing), or transportation (e.g. cruise
ships). Moreover, while most modern ships will have PLCs integrated into the
steering and propulsion systems, not all will have the specific PLC tied to the
CVE:s of the proposed attack. Therefore, this vulnerability is not likely to affect
all ships, and may not have the same cyber-physical outcome depending on what
any vulnerable PLC is in control of. Similarly, the simulator is capable of looking
at all sea areas and loading any ship into that environment, but only one port
was chosen for this scenario. Furthermore, simulations all happened on only one
day of the year.

A significant limitation was not being able to send altered NMEA data back
into the simulator, requiring the authors’ to compare multiple simulations with
and without the attack. Looping NMEA altered sentences back into the simula-
tion would have allowed the observers to see the ship model react to the real
hardware attack much more easily. While the authors were able to manually ad-
just the simulations to match the physical hardware under attack, the manual
adjustment is not ideal for creating training without a trained instructor. To an
extent, this limits the technical contribution; however, the case study and discus-
sions on safety risks have not been limited. This does not reduce the importance
of understanding the effect this has on crew, but is outside of the scope of this
particular paper. Future work can improve CR simulators and work with pro-
viders of simulation software for more cyber-physical scenarios. For the purpose
of this study, there are few limitations to festbed,, as its only function was to
provide an accurate ship SoS to be compromised and physically show the effect
on the rudder. Any performance overhead introduced would not affect the si-
mulation, as there is no loop for manipulated message to be injected back into
the CR. This would need to be more closely monitored if that were to change
however.

One limitation to the throughput simulation, which is completely separate
from the cyber range simulations, is that it only calculated delays to container
goods, and did not consider throughput changes to the passenger terminal. This

one of several planned areas for future work.

7. Future Work

While the simulated part of the case study was replayed for a number of au-
diences, the purpose of this work was to produce a number of realistic, and
re-playable, case study variations. Now this suite of simulations exists, future re-
search can examine how useful these are in training crew and others in the mari-
time sector to understand and recognize non-traditional cyber-physical threats.

It would also be possible to better assess their perception on safety threats as the
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various scenarios are played out, and time their reactions before and after train-
ing. In most cases, but particularly those cases where even knowing the cy-
ber-attack was happening was not enough for people to prevent it, new IDS is
needed. While still somewhat new, intrusion detection for connected cy-
ber-physical systems is a new and growing area of research [48], however much
of the focus has been on-land infrastructure (e.g. smart grids). As shipping
moves 90% of goods globally, and as the effects of COVID have shown, more at-
tention needs to be on robust maritime transportation [49]. Moreover, as this
case study hopes to illustrate, future research cannot only focus on ports. Re-
garding the testbed, the more real systems integrated into it, the more realistic
case studies will be, and the range of scenario variants will be larger.

In addition, if more software or hardware solutions are created to stop these
types of attacks, it would be beneficial to also add these to the testbed to verify
that they would detect or even prevent altered NMEA sentences. Ongoing work
is also being done to more easily configure the testbed to mirror different ship
types, so that it could realistically also be used for cruise ship scenarios, just as
one example. Creating a suite of multiple possible attacks to then audit test solu-
tions on this testbed, is also ongoing work to improve the capabilities of test-
bed,,. This would be essential in allowing a number of users, not all security ex-
perts, to use the testbed as well as the cyber range for a number of training and
solution testing exercises.

For understanding even wider impact, working with algorithms on the eco-
nometric effects of natural disasters (e.g. floods) to understand the potential cost
of an attack could be useful for informing businesses [38]. This is also a part of
ongoing work built on top of the case study in this and other papers. Future
work also includes looking at more cyber-physical threats from port to ship,
ship-to-ship, and people to either ship and/or port to fully scope out cyber-
vulnerabilities that can lead to physical safety threats.

8. Conclusions

Cyber-security is an ever-growing concern as more technology is adopted into
everyday operations, including transportation. While this brings significant im-
provements to monitoring and controlling devices, there is a concern that they
increase the likelihood of a cyber-attack. In this article, a case study was used to
further explore the potential risks to physical safety a cyber-attack could have.
More specifically, it looks at transportation and examines how the cyber vulnera-
bilities in one entity, Ze. a ship, could actually affect the safety of those around it.
Therefore, even if a port were to remove all cyber-vulnerabilities, it could still
be negatively affected by a cyber-physical attack on an entity in its environment.
This study also uses a novel CR range to create a real training scenario for mari-
time cyber-security, and uses a hardware testbed to validate and physically
demonstrate the effects of the cyber-physical attack. Simulations of how the port
throughput is reduced as the result of this attack are also provided, to better
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communicate the range and length of effects a cyber-physical attack can have in
shipping. This work will be the basis of future work in maritime cybersecurity
training, security solutions, and raising awareness on the possible threats, digital

and physical, as technology in maritime transportation evolves.
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