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CYBER-MAR project: Concept, objectives and current progress
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About | Project Facts

Title: Cyber preparedness actions for a holistic approach and R
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.. . - .. . R G I
awareness raising in the MARitime logistics supply chain. < E

N~

Topic: SU-DS-2018: Cybersecurity preparedness-cyber range,

simulation and economics

Contracting Authority: European Commission H2020
Project ID: 833389

Funded scheme: IA - Innovation Action
Duration: From 2019-09-01 to 2022-08-31
Total cost: EUR 7 154 505.00

EU contribution: EUR 6 018 367.507

Coordinator: Institute of Communication and Computer Systems /.. . 7
(ICCS), Greece
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«  Maritime information systems in many cases designed without accounting for the cyber risk

Challenges & Goal

- Digital infrastructure has become essential & critical to the safety and security of shipping and ports
* Importance of handling cyber preparedness as a highly prioritized aspect is paramount

- Estimation of accurately cybersecurity investments based on valid risk and econometric models

Cyber-MAR ultimate goal unfolds in two main directions:

Estimating the impact of cyber-

Establishing a “cyber ecosystem attack from a financial perspective

for preparing of cyber attacks” and supporting the undertaking of

prompt decisions
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O1. Enhance the capabilities of cybersecurity professionals and raise awareness on cyber-risks

Cyber-MAR Key Objectives (1/2)

Deploy Cyber-MAR Range, training modules through LMS, improvement in response times in specific

resilience metrics

O2. Assess cyber-risks for operational technologies (OT)

Maritime Cyber-Risk Assessment deployment and integration in Cyber-MAR platform

O3. Quantify the economic impact of cyber-attacks across different industries with focus on port disruption
Quantify economic risk in terms of Time-to-Recover or Product Value at Risk, integration in Cyber-MAR

platform
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Cyber-MAR Key Objectives (2/2)

O4. Promote cyber-insurance market maturity in the maritime logistics sector (adaptable to other transport

sectors as well)

Develop recommendations based on findings and outcomes from Cyber-MAR pilots and simulations

O5. Establish and extend CERT/CSIRTs, competent authorities and relevant actors collaboration and
engagement
Create a maritime Malware Information Sharing Platform (MISP) community, engage

at least 2 CERT/CSIRTs in pilot activities
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Cyber-MAR Concept & Methodology @.CmeRr

Cyber-MAR takes advantage of cyber range environment and adopts a three-tiered approach in:

Procedures Technologies

« Continuous training  Measure procedures:
through involvement in pilots, Uncover areas for + Test technologies and
training sessions and improvement and identify complex
familiarized with Cyber-MAR deficiencies in current vulnerabilities
platform procedures followed
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Energy
Sources in
the port of
Valencia

Vessel
navigation &
automation
systems

SCADA system
in Port
Container
terminal

The Cyber-MAR platform will be applied to simulate the port electrical grid of
the port of Valencia, including protocols for protecting the grid and crisis

management after attack.

The Cyber-MAR platform will be applied to simulate a ship bridge cyber-
attack, including potential attacks to navigation, communication and control

systems.

The Cyber-MAR platform will be applied to simulate a SCADA attack to the
Port Container Terminal of Piraeus Port. In particular, the consequences of a

cascade effect extending the attack to the railway operator network.
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Approach and methodology of demonstration
activities

a()yber
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Approach and methodology of Cyber-MAR demonstration activities

The demonstration programme is incrementally implemented in 3 distinct phases (15 months total duration):

® Phase 1: Interconnection of legacy infrastructure with Cyber-MAR CR

® 1st Pilot on December 2020 — Valencia Port topoloqy - Virtual OT

® Phase 3: Full integration of all Cyber-MAR platform components.
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/ Impact on Resilience to Cyber- Threats p

' & Data Privacy Breaches

Enhancement of the resilience of target
organizations to new and emerging threats
through the identification of recurring or
emerging patterns of cyber-attacks and
privacy breaches with a decent degree of
accuracy.
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7 Impact on Appropriate Investments
for Cyber-Security

Cyber-MAR focuses on the provision of a fully
customizable and tailored view on the trade-offs,
aims to increase the available open tools in
number and variety, while offering an intuitive
integration to all (physical and virtual) IT
\components
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,"’Societal Impact

__________________________________________

"Impact on Supply Chain Efficiency \

Cyber-MAR aims to offer the potential to big
players of logistics domain to join forces on
estimating cyber-risk and mitigate such
threats, while fostering open tools that will
improve the internal processes within each

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ==
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Cyber-MAR overemphasizes the importance of

accessible training infrastructures for cyber-

defense, in OT, transport and logistics domains

and at the same time aims to contribute to the

standardization efforts to make such issues
\ promlnent in the society.

__________________________________________

Meeting, Date, Place




Decision Makers, Public Authorities and International
Organizations

Academia

Port authorities, operators and associations

Freight transport and Logistics actors

CERT/CSIRTs network

Insurance, Shipping and Cybersecurity companies/enterprises
European and International organizations & networks for

cybersecurity
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Cyber Range with virtualization and task automation capabilities
creating a realistic environment used for training or prototyping
computer networks.

Ship Simulator

IDS

The ship simulator provides the capability to simulate a complete ships
bridge (i.e. ECDIS, Radar etc). The simulator can be used to simulate
a fully operational ship and traffic flowing between different
components can be captured and used for off-line analysis.

Intrusion Detection / Prevention functionality suitable for the maritime
scenario. It analyses all relevant network traffic in the scenario and
alerts when an attack or other suspicious behavior is detected.

Expert SA - High Level SA

Expert Situational Awareness (SA) producing situational awareness
visualization of the outputs of network monitoring tools. This view
displays detailed technical views with the possibility to dig in to details.

The Metric Visualization System (MVS) is a tool for designing and
monitoring the security of information systems and increasing the
meaningfulness of security metrics by visualizing their full range.
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¢ XL-SIEM and L-ADS

XL-SIEM: Real-time collection and analysis of security events. Prioritization,
filtering and normalization of the data gathered from different sources.
Consolidation and correlation of the security events and generation of alarms
and reports Execution of countermeasures (scripts) or creation of tickets for

further investigating the incident

L-ADS: live anomaly detection system based on unsupervised machine learning
algorithms that analyses the network traffic using NetFlow to identify anomalous

behaviors in device communications

® CERT related tools (MISP)

The CERT component is mainly based on technical and operational datas
produced by inter-CERT cooperation. Main function is to upgrade the cyber
security cooperation MISP platform by setting up and taking part in a MISP
community dedicated to the maritime sector stakeholders. This community will
allow to share and communicate I0Cs and specific maritime consequences of

vulnerabilities to improve cybersecurity early warning.

Monitored

Infrastructure

MISP to
attack
scenario
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Pilot Scenario Vulranerability
aC r a Configuration Information

® measures the level cyber-risk exposure of the pilot systems under consideration. A risk model is then be applied to a
discrete event simulation model of the port operations so that an estimate of the expected effect of cyber-attacks on

maritime operations can be calculated.

® e.g. the effect of the attack will be quantified in terms of the expected reduction in operational capacity of the MaCRA
maritime port and the consequential estimated delay in processing containers that will be caused by that drop in

operational capacity.
® Econometric Model (AIR) [ Iam]

® outputs the economic losses for different nodes in the value chain. Either in-terms of business disruption

days or monetary losses
Cyber Econometric

® Recommendation Engine

® receives input from the IDS in terms of the up-to-the-moment sequence of an attacker’s actions and overall
state of the network. Provides a probabilistic prediction of the next/future actions of the attacker and/or the
next/future state of the network. Fused with information from econometric models, aiming to help the
defenders prioritize their responses.

®* LMS

¢ Platform to improve performance, skills and retain the best talent in the teams and allows to manage the
transformation in e-learning and the distribution of courses

=
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High Level Architecture

WTT Range
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* The Orchestrator is the main controller component of
the Cyber-MAR CR system.

Rarges & Companents

_

* The Orchestrator controls all other modular components
and communicates with them, via an APl designed with

the principle of functionality inheritance:

e “all components that wish to integrate with the CR, need

to properly implement an API for common, type specific

Dawnloadable

and component specific functions.”

PR clien

* on-going work is started on the specific definitions of the

component’s API Siandalons loca T

[y}
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Irsbructery) Loammers
Content creator configuration -
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« Adopting a platform like Cyber-MAR can have multiple benefits for

an organization, at multiple levels of operation and for different

categories of members.

« Employees: « Security Operator: « Management:
« Experiencing real-world threats in a « Transfer information from the cyber range « Keep your employees trained
safe environment for immediate use * Improve overall cybersecurity
* Learn how to recognize threats * Measure knowledge and capabilities of education
» Develop and expand cybersecurity internal or external cyber security teams « Security Assessments in general
skills * Raise awareness (technical/high level) » Test processes and technologies
« Penetration Testing exercises « Evaluate Cyber-Risk based also on its
« Simulate real threat actor TTPs and learn economic impact and take cost-
from them effective decisions

» Research and Development:

» Design and Build Prototypes, Testbeds technologies and experimental environments (e.g. 10T, ICS, robotics, smart grids, BigData, VR/AR etc.)
and test them against cyber-attacks

» Design, Develop and Test new tools and methods for Cyber-Security

=
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Cyber-MAR Pilots



 Valencia Energy Sources [Completed]

« University of Plymouth: Ship Simulator

 Piraeus Port: SCADA Container Terminal
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Cyber-MAR 15t Pilot

Testing and validating an initial version of the Cyber-MAR
system in the scope of a cyber-attack scenario on the port
authority’s electrical grid, in the Port of Valencia. e e “Oup e s i

Simulation of a remote access attack on the IT and OT

infrastructure, and energy grid.

 cut off the power supply to the port, by shutting down
the grid management OT system.

« simulate a Ransomware attack triggered by the
Command & Control server, that will cryptolock all
workstations within the infrastructure of the port

- Meeting, Date, Place 19
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Scenario Steps:
1. Spear phishing email sent to the OT operator
containing malicious document with
embedded malicious code (macro)
Exploit the Zerologon vulnerability (CVE 2020-
1472) to gain access to the Domain Controller
(Active Directory) — privilege escalation.
Threat actor objectives:
1. Attacking modbus PLC: Change state
from RUN to STOP without authentication
2. Cryptolock: encrypt files on the machines
and network shares and hold them for
ransom

Cyber-MAR Valencia Pilot Cvent

Recording available on YOUTUBE:
http://youtu.be/7dUEBOc_Gik
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Scenario Outline: =

. Engineer receives a seemingly official email from the Rudder Control Unit § =k .,_| -
manufacturer informing them that a new firmware update is available. _é,;ﬁzu \%l :T: e

*  Engineer verifies with the manufacturer that a critical firmware update is _ﬂ_ 0 & b
available 28 ]é L -

*  The engineer checks their database and confirms that several of the ship ;L = | ‘ — I Sp——n
owner’s vessels have this particular rudder control unit, and according to the == o e [ i
records they are running the old firmware version. | | ) 4?

*  Engineer contacts these ships to find a suitable time to go on board to install — e o] e §
the update. v

*  Engineer clicks on the link in the email to get the new FW = L —— om=mte

. This link takes the engineer to the forged version of the downloads webpage at .;i:—.-\::.-.;»—'] |
the typosquatted site, and they download the malicious firmware
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. The engineer loads the firmware onto a USB device, and takes it on
board to update the RCU
. Firmware update target is the Rudder Control Unit in the ship’s Bridge

Main Points:
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* Infected RCU simulation (mainly referring to future scenarios [ e

of autonomous or more connected vessels) [j ]
* Detection opportunites e Huider

* Detect DNS requests to toposquatting/homoglyph site H

* Detect IP of malicious site
* IDS Detection on ship (NMEA)
* Crew reaction to the attack
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Cyber-MAR Training



https://www.cyber-mar.eu/trainings/

https://www.cyber-mar.eu/trainings

Troinings

| Entry Level Training
Mid Level Training
Advanced Level Troining

Announcements

- )

Entry Level Training
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Advanced Level Training

Announcements
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on 29™ of November &
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23"¢ November 2021, 18:00 (CET)

Cyber-MAR |
Intermediate Level

Training-completed

December 1, 2021 @ 6:00 pm - 6:30 pm

$

Training on N
Cybersecurity (

aining courses on 15* & 16™ of June,

Submit before
13 June 2021, 18:00 CET

Cyber-MAR| |
Intermediate Level
Training & Training on

Managing Cybersecurity
(Entry Level) -
completed

June 18, 2021 @ 4:00 pm - 4:30 pm
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Cyber-MAR|
Intermediate Level
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Training courses on 15™ & 16™ of June,

Submit before
13 June 2021, 18:00 CET

Cyber-MAR |
Intermediote Level
Training & Training on
Managing Cybersecurity
(Entry Level)

2:00 pm - June 16, 2021 @
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Cybersecurity at Sea: Real Life Experlg:ueﬁﬁ
]
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8 16" une 2021

Cyber-MAR | Webinar -
Cybersecurity ot Seq:

Real Life Experiences

June 18, 2021 @ 4:00 pm - 5:15 pm
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Submit before

10:00 (CET), 10 November 2020 I

Cyber-MAR | Entry Level
Troining - completed

00 pm - November 26
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www.Cyber-MAR.eu
Cyber MAR

Cyber-MAR EU Project

Cyber-MAR
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THANK YOU FOR YOUR ATTENTION

Eleftherios Ouzounoglou, ICCS

eleftherios.ouzounoglou@iccs.qr

This project has received funding from the European Union’s horizon 2020 research and innovation programme under grant agreement No. 833389
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