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EU Coastguard Cybersecurity Working Group”

IR Achievements - The contfinuation of the current efforts

BA Build on the inifiative of the ECGFF workshops on "Cyber Attack Prevention in the Maritime Domain®
| initiated by the German presidency, and implementing a "EU Coastguard Cybersecurity Working
Group".

Need to furthermore develop common approach of cyber-security for the coastguard community.
- For that, the legal, organizational and technical understanding shall be further developed together
improving the cross-sectoral and cross-border cooperation, elaborating guidelines and best
management practice to this end.

Animation of the coastguard cybersecurity community and implementation of an information sharing
platform dedicated to cybersecurity and hosted by EMSA.

Consensual validation of the "EU Coastguard Cybersecurity Working Group" terms of reference
addressed to the EU Commission.

Support for further improvements on information-sharing processes for timely information exchange
on cyber-attacks and incidents targeting the maritime community.

Continuation during the Croatian Chairmanship of the ECGFF (2019-2020).
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ECGFF Achievements - Action Plan

Action 1: Certification /classification:

)

Action 2: Information sharing & risk analysis : |9 l
Action 3: Terms of Reference and Information sharing portal : | ' J

Action 4: Development of Spoofing / jamming detection | | |
Action 5:IT Security Concept
Action 6: Criminal aspects on Cyber Security for Coast Guards

https://ecgff.emsa.europa.eu/cyprev
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Maritime news
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Focus on AIS theats

Ship spoofing — AIS message is broadcast giving details of a non-existent ship. Scenarios where this could be used
include spoofing a ship of one nation into the territorial waters of a hostile nation, leading that nation to take
countermeasures. Alternatively, multiple versions of the details of a real ship can be broadcast, placing it in many
different locations simultaneously to obscure its true location (e.g. illegal fishing).

Aid-to-navigation spoofing — Fake aid-to-navigation, such as a buoy warning of hidden shoals, are broadcast in
order to force a ship to change its course. This might be done to force a vessel into a region where it can be
hijacked.

Collision spoofing — Collision avoidance is one of the primary uses of AlS. By providing spoofed details of a vessel
on a collision course, an attacker can force a ship to change course to avoid the anticipated collision. This could, for
example, be used to steer the ship into a real collision

AIS-SART spoofing — Search & rescue is another of the primary uses of AIS. This attack
generates a spoofed SAR-T transponder signal, which gives details of a distress. As ships are
legally obliged to assist, SART spoofing can be used as a decoy to lure vessels to a location
where they can be attacked.

Weather forecast spoofing — AIS can be used to relay information about prevailing weather
conditions between marine craft. A fake forecast, particularly one that predicts fine
conditions when a storm is incoming, could be used to lead vessels into difficulties.

AIS hijacking — It is also possible to override signals being sent by vessels, by broadcasting a
higher-power signal at the same time and frequency. The attacker can then change some
details of the original message, for example to suggest that the vessel has a nuclear cargo in
an area where such cargoes are illegal.




AlS SPOOFING - Feb 2021

Swedish AIS Spoofing in the Baltic (Feb 21)
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Sources

Modified AIS tracks appearing south of Karlskrona.
Initially, these false positions seemed indistinguishable
from legitimate AIS tracks and followed the AIS system's
broadcast protocols.

A pattern specific to simulated false AIS positions was
able to be established from automated computer
requests to identify other vessels with this same AIS
broadcast model.

Almost a hundred warships had same message segments
than the ones observed next to Karlskrona. Using
additional sources of information, the locations and
identities of the vessels have be confirmed.

False AIS positions for 15 naval vessels from seven
countries have been identified in addition to the 9
Swedish ships.

1US Naval Institute: hitps:/ fwww. usni.org/

s Coastguards  MNAVIGATION  CENTER:  https:yffnavcen.uscg.govi?Do=GPSReportStatus;
hittps:/navcen.usce. gov/TDo=Al5Reportiiatus

051 httos:/ftwitter.com/SCS P

Skytruth; https:/{skyvtruth.org/

Global Fishing watch: https://slobalfishingwatch.org/

Athanor-Engineering: hitps.//athanor-engineering. com,/en/solutions-for-maritime-security-en
Marine Iraffic httos://www.marinetraffic.com/

warshipcam, (hitp://Warshipcam.com)




Way Ahead

EU ISAC

Community} = = = = = = = = = = = = = = = == = =
ECGFF MARITIME ISAC

Risk |= == == == == == =

Analysis ECGFF CYBERSECURITY WG

EFCA HIELE
Chairman
ECGFF CYBERSECURITY WS -y ENISA
Building & 'r IE(ZCI—(I;,AITII;
Q “ FRONTEX ISACS Stakeholders
@ Q SATCEN

Initial
capacity
Trust

. U4
Sectorial
EMSA Transports MS

ECGFF MS
EU Maritime
Agencies MS COSTGUARDS
Information sharing Incident report & Risk analysis Interaction with other sectors

Cybersecurity Best Practice Cybersecurity Information sharing

N \(
L
~7 N

Capacities |

jective / Focus Establish Terms of Reference Sharepoint 1 Cybersecurity Sharing Platform

»

2021 2022 2023+



Questions

/7 ACCORDING To THIS,

THE PLANET EARTH WAS
ONCE POPULATED BY
HUMANS, THEN IN
2012...

.THEY ALL
MOVED TOo THE




