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FOCUS: AWARENESS, TRAINING, SYNERGIES

Familiarisation & Training with Cyber range platform

Formulation of Cyber-MAR training packages with a focus 
on hands-on and practical training

Exploring new Awareness Methods & Qualification Tracks

Training activities / synergies with EU Agencies and other 
cyber-security EU projects



Vessel Pilot, 05/05/2022 5

At least 2 physical training per experience level (3 levels) with 50 
unique trainees

At least 2 Massive Open Online Courses (MOOCs)  training per 
experience level (3 levels)

2 Capture The Flag 

FINAL EXPECTED OUTPUT 
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IMPLEMENTED ACTIONS: PLANNED TRAININGS

Entry Level

• EL01
Cybersecurity Awareness

• EL02
Managing Cybersecurity

Intermediate Level

• I001
Introduction to the Cyber Range

• I002
Basic Tools for a Cyber Range

• I003
Using a Cyber Range to Understand 

risk

• I004

Lesson learned from Cyber MAR 
pilots: Cyber-attack scenario on 
the Valencia port authority’s
electrical grid

Advanced Level

• A001

HNS Pro user training

• A002

Crafting an Attack (Theory)

• A003

Crafting an Attack (Practical)

• A004

Lesson learned from Cyber-
MAR pilots: SCADA system in 
Port Container terminal

• A005

Lesson learned from Cyber-
MAR pilots: Vessel navigation
and automation systems

Train The 
Trainers

Capture 
The Flag
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IMPLEMENTED ACTIONS: TRAINING TARGET GROUPS

A/R/E Academia, Research, Education

MT Maritime Technician

MO/MM Maritime Officer, Maritime Management

ITT IT Technical (included management)

O Other

S Seafarer
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EL01 - Cybersecurity Awareness

EL02 - Managing Cybersecurity

_________

I001 - Introduction to the Cyber Range

I002 - Basic Tools for a Cyber Range

I003 - Using a Cyber Range to Understand risk

I004 - Lesson learned from Cyber MAR pilots:  

Cyber- attack scenario on the Valencia  port

authority’s electrical grid

_________

A001 -HNS Pro user training

A002 - Crafting an Attack (Theory)

A003 - Crafting an Attack (Practical)

A004 - Lesson learned from Cyber-MAR pilots: 

SCADA system in Port Container terminal

A005 - Lesson learned from Cyber-MAR pilots: 

Vessel navigation and automation systems

TRAIN THE TRAINERS

CTF

IMPLEMENTED ACTIONS: TRAINING CALENDAR
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IMPLEMENTED ACTIONS

I002 –I003 – I004  NOVEMBER-DECEMBER 2021 
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I002
Basic tools for a Cyber Range [4h]

47 participants

I003
•Using a Cyber Range to Understand risk [1,5h]

25 participants

I004
•Lesson learned from Cyber MAR pilots: Cyber- attack 
scenario on the Valencia  port authority’s electrical grid [1h]

•25 participants
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IMPLEMENTED ACTIONS

I002 –I003 – I004  NOVEMBER-DECEMBER 2021 – NATIONALITY COMPOSITION
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I003 I004I002
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IMPLEMENTED ACTIONS

A001 –A002 – A003 FEBRUARY 2022 – NATIONALITY COMPOSITION

(WINTER SCHOOL – FORESIGHT PROJECT) 
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A001

A003

A002

N° Participants
A001 – 04
A002 – 11
A003 – 05

❖ A001 - HNS Pro user training (4 hours)
❖ A002 -Introduction to computer and network forensics (2,5 hours)
❖ A003 –Unlock the capacities of a Cyber Range for Network and 

Computer Forensics (3 hours)
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IMPLEMENTED ACTIONS

Training effectiveness evaluation form

A002
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IMPLEMENTED ACTIONS

Cyber-MAR LMS platform
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Cyber-MAR LMS platfrom has been
implemented using openEDX ; integration
with MOODLE is on going

2022 Winter School trainings have been
deployed through the LMS

further trainings are added to the LMS 
platform
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Development of  further on novel approaches in awareness methods:

the trainees will be able to understand the threats (past and new) and they take the right steps to 

prevent them

How are we doing it?

▪ Having Cyber-MAR Cyber Range at the forefront of all relevant activities 

▪ Cyber-MAR training based on Cyber-MAR cyber range

▪ Cyber-MAR platform components, which provide a clear vision of the potential impact of a cyber-

attack will be presented in order to increase the awareness

▪ Through an analysis on the current qualification tracks (having as an ultimate goal to identify potential 

gaps in cybersecurity training)
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IMPLEMENTED ACTIONS
Exploring new Awareness Methods & Qualification
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EVALUATION TEST I002 & I004

I002

I004
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IMPLEMENTED ACTIONS

Training activities / synergies with EU Agencies and other cyber-security EU projects

➢ WINTER SCHOOL with FORESIGHT PROJECT 

➢ WEBINAR with FORESIGHT «Cyber Security 

challenges and future perspectives»

Participants 

n. 56

Mapping on existing Eu Project 
(linked to Task 7.4 Cyber-MAR Liason 
with other projects…)

Invitation relevant subjects to the 
training sessions (virtual or physical)

Invitation relevant subjects to the 
webinar
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o Mourad Ghorbel - Technical Officer for the Maritime Safety Division of the International Maritime Organization
(IMO)

o Bruno Bender - Chairman of the EU Coastguards Functional Forum Cybersecurity working group and 
National cybersecurity coordinator for the Maritime sector in France 

o Ricardo De Sousa - ENISA
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IMPLEMENTED ACTIONS

WEBINAR “Cyber-Security challenges and future perspectives”

KEY NOTE SPEAKERS

Synergies

IMO

EU 
Coastguards 

Forum

ENISA

FORESIGHT 
project
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In person training session in Genoa (@IMSSEA facilities)

Entry Level trainings selection 

❖ May 9, 2022

▪ EL - Attacks issues in deep [UOP]

Mitigation and remediation [UOP]

Managing Cybersecurity [WMU]
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Ongoing activities: Build up next training

CUSTOMIZED ON 

LOCAL 

STAKEHOLDERS
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Next Actions
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❖ Deploy the  LMS integrated with Cyber-MAR CR

❖ TRAINING PLAN TILL END OF 2022

❖ Definition Cyber-MAR training to deliver

❖ Preparation syllabus and training material

❖ Preparation CTF

❖ Set up joint activities with sister projects
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