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<A\ cyber-SHIP Lab Software

SECURING MARITIME H a rdwa re
What is the Cyber-SHIP Lab? Information
* A Unique £3.2 million hardware-based Protection

olatform
* Physical twin

 Real-world solutions to real-world
oroblems

* Provide reports to OEMs
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Cyber-SHIP Lab current status — Aug 2022

* Fully functioning lab with a growing number of bridge and control
system configurations

* In-house custom built scale physical test rigs for steering and
propulsion systems

 Set of standard tests providing basic vulnerability assessment

e Custom crafted malware

 Commercial consultancy to provide standard vulnerability reports
e Still a work in progress, but progressing steadily...
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Two sides of the story...



The Console Room

/_/ Physical hardware visualisation of attacks

Pen-testing V
Research Project development P §
: Development of custom electronics and software
,/ Teachmg/trammg -

.
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Custom built, in-house physical model of
rudder and propulsion system simulator




Custom Power
Distribution

Custom Cyber-SHIP 24V Loglc
Interface and monitor

\
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Serial- IP converters
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Avanthika Vineetha Harish

Industrial Research Assistant (Pen-testing) -
Cyber-SHIP Lab
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e Standard approach to device testing

» Testing at system level and entire configuration level

. . . 3 Custom NMEA 2000
* Developing mariner-checked realistic scenarios B . -

* Variety of attacks and vectors:
e Denial of Service

Man in the Middle

Ransomware

Comms Channel

Supply Chain

NMEA 2000 injection (in house)

@ Cyber-SHIP Lab Software Defined Radio Rubber Ducky



Voyage Data Recorders (VDRSs)

* 'Black Box' for ships

* Running on old OSes and
software

* Currently, VDRs do not have any
mechanism to verify integrity
and security of data stored.




Tested attacks
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e Reverse shells
 Ransomware attacks
* Insider attacks

* Hard drive erasure

e USB based attacks —
* Specific exploits B JdI = &8 8N N

181122,130500,00, 181122,130500,M1,1 181122,130500,R1,1 18M22,130515,R1,12 181122,130530,R1,)  181122,130545,R1,1

° IVI a n i p u I ati n g n aVi gatio n d ata 12345467 vdr 2345467 wav 2345467.png 345467.png 2345467.png 2345467.png



od
-
=
-
3,
()]
V
S
o
S
o
Z



Rory Hopcraft

Industrial Researcher (Cyber-security/Governance)-
CyberMAR/Cyber-SHIP Lab
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Research engagements and our partners

* Contract research, consultancy and PhDs
* Partnering for research

e Partnering with armed forces

* Partnering with industry

“ABS Group  spirent NETITUDE
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MARINE TECH SYSTEMS




397 m

(1302 fr)

A sister project...

342 m
(1122 1t

341 m
(1119 ft)
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- nCyber Setting the scene
- n Introduction to Port of Valencia

 Handling over 6 million tonnes of
cargo a year

* Important regional hub
for transhipment

 Handles a wide variety of cargo:
* liquid bulk
’ dry bulk Port Of Valencia
e containerised cargo and

e vehicular traffic
-@- Cyber-SHIP Lab % gf‘?ﬁ{%{ﬁ“%



~Cyber

Length
Beam
Draught
Depth

Speed

Capacity

Setting the scene

Ship for the Scenario

397 m (1,302 ft 6in)
56 m (183 ft 9 in)
16.02 m (52 ft 7 in)

30 m (98 ft 5 in) (deck
edge to keel)

25.5 knots
(47.2 km/h; 29.3 mph)

*14,770+ TEU

SN
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https://en.wikipedia.org/wiki/Twenty-foot_equivalent_unit

Heading Sensor

SHIP BRIDGE ROOM

SHIP. BREIDGE AREA

Fudder
Control &

Alarm Panel

- Allow NMEA data to be
‘changed before sending to
STEERING GEAR ROOM

Heading
Compass - . . —

RUDDER CONTROL UNIT Ph:' sical connection

I-[EL“"rI MALE A betwveen BRIDGE and
CONSOLE STEERING GEAR ROOM
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Now presenting...



~Cyber
£

Juan Dorje Palbar Misas

Research Assistant in Navigation and Maritime Cyber -
CyberMAR/Cyber-SHIP Lab
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VALENCIA PORT (SPAIN)

Buoyage: IALA Region A
Time: UTC +2

WEATHER

- Eastary wind Force 2 {1-2 knols)

- High Tida: 20047 LT

Sursel 19:121LT

ARRIVED TO THE PILOT STATION
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VALENCIA PORT (SPAIN)

Buoyage: IALA Region A
Time: UTC +2

WEATHER

- Enstarly wind Force 2 (1-2 knots)

- High Tide: 2047 LT
- Sunsek 1912LT

PILOT ON BOARD

PILOT/IMASTER EXCHANGE ~ PILOT TAKES THE CONN

1800 LTP.OB

Heading: 270"

LAT: 397 25.00' N

LONG: 000" 18.00" W

W UNIVERSITY OF
-SHIP L Ry
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VALENCIA PORT (SPAIN)

Buoyage: IALA Region A
Time:UTC +2

WEATHER

Easterly wind Force 2 (1-2 knots)

- High Tide: 20 4TLT

- Syneet 191207

19:05 LY Approach 1900LTPOB

Heading: 308* Heading: 270*

LAT: 38" 2500' N LAT: 39* 25.00' N

LONG: 000* 16.80" W LONG: 000* 16.00' W

E55 UNIVERSITY OF
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TWO TUGBOATS ATTACHED
FORWARD and AFT

VALENCIA PORT (SPAIN)

Buoyage: |ALA Region A

Time: UTC +2

WEATHER
Easteny wind Foroe 2 (1.2 knots)
Migh Tide: 20:47 LY

- Surset 19912LT

19:05 LT Approach 1900 LT P.O.B

- apg
Heading: 308 Heading: 270°

LAT: 39°2500'N LAT: 39* 25.00' N

LONG: 000° 16.80° W LONG: 000° 16.00° W

e UNIVERSITY OF
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VALENCIA PORT (SPAIN)

f“\ Cy b e r ,'. '] 2l it ’ Buoyage: IALA Region A
et " 7 \} e ? Time: UTC +2
i (o

Easterly wind Foece 2 {1-2 knots)
High Tide; 2047 LT

Sunset 1912LT

Attack location:
Rudder; Hard to port
Engine: Full shead

19:05 LT Approach 1900 LTF OB

Heading: 308°
35 seconds - the ship is turning to port LAT: 39° 25.00° N

LONG:000° 16.80° W

Heading: 270°
LAT: 39° 25.00' N

» 50 seconds - the ship's speed has increased LONG: 000° 16.00° W

* 1 minute — NO response from rudder and engine controls

e UNIVERSITY OF

POINT OF NO RETURN FyperSHiE b PLYMOUTH



~Cyber

VALENCIA PORT (SPAIN)

Buoyage: IALA Region A
Time: UTC +2

WEATHER
~ Easterly wind Fores 2 {3-2 s
- High Tide: 2047 LT

- Sumset 1912 LT

Attack location:
Rudder: Hard to port
Engine: Full ahead

19:05 LT Approach 1900 LT P.O.B

Heading: 308 Heading: 270°

LAT: 39° 25.00' N LAT- 38° 25.00' N

1 minute and 40 seconds remaining before collision : Rt LONG: 000° 16.00° W

The ship is with momentum turning to port and with the
increased speed of 7 knots

ey UNIVERSITY OF
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Total time from attack triggered to col
2 minutes and 40 seconds

Attack location:
Rudder: Hard to port
Engine: Full ahead

e UNIVERSITY OF
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' Conclusion and consequences

1. Unavoidable collision with rock pier
2. Blockage of Port entrance 3-7 days

3. Depending on Salvage operations:

» Possible damage to the ship and
environment

« Substrate removal operations
» Available tugboats

—@- Cyber-SHIP Lab % g{{,"fdﬂ(ﬁj‘ﬂﬁ%ﬁ

Reference of tugboats salvage operation as per following case:
“Mumbai Maersk, which ran aground outside Bremerhaven, Germany on 2 February, 2022”



Total Economic Loss by Country

UNITED KINGDOM AUSTRIA' L g
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4%

France

Germany

Italy

Netherlands 550
Spain 2,500
UK 800

GERMANY
11%

'
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ITALY
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—| NETHERLANDS
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SI7). Cyber-SHIP Lab

SECURING MARITIME

Thank you from the Cyber-
SHIP Lab team!

For more information please contact:

Chloe Rowland

Cyber-SHIP Lab Project and Knowledge Exchange

Manager
= UNIVERSITY OF

chloe.rowland@plymouth.ac.uk ¥ PLYMOUTH



