‘,fl_ g ha. a"\c -
" Jointhe S Ask a question
A conversation slido.com
#imarEStAtzz o« Click to edit
INSTITUTE OF
¥ |
MARINE i g
Engineering, Science & Technology \ ' \\i‘,o .t’

IMarEST Annual e ]
(onference 2022 =

h A %5 INPURSUITOF
. MARINE SUSTAINABILITY




Cybersecurity & Autonomy

Understanding cyber related risks and vulnerabilities
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Increased connectivity/digitisation
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Technology, cyber-risk, and people

« There are similarities, but
specialisation may mean
unique risks that need to be
understood

« Changesin
environment/context are
important for cyber-physical

Anything can be an asset (if
designed/trained correctly) or a
vulnerability.

This includes the human
element which can be a layer
of protection.
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Maritime cyber attacks

Growing exponentially, with ports and ships experiencing
costly attacks now on a monthly basis (Port of Barcelona in
2017, Maersk Not Petya in 2018, and CMA Ransomware Iin
2020 being recent high-profile examples)

2022: The Port of London Authority (PLA) fell victim to
a cyberattack and German wind farm operator confirms
cybersecurity Incident
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Maritime cyber attacks

Complex and myriad system-of-systems that could present
many thousands of attack surfaces

Some again are known, but as technology changes and
evolves, we move more and more into the unknown
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Cyber-SHIP Lab (@ Research

’ England

Testing real hardware

Testing real hardware as a system-of-systems

Started with ships but now examining USVs and Ports
Beginning to include offshore platforms (renewable energy)
« Automated audit tests and testbed configuration
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Projects — EC H2020 Cyber-MAR

Proposal Title: Cyber preparedness actions for a
holistic approach and awareness raising in the
maritime logistics supply chain {Cyber-MAR}
Why ports? A recent hypothetical cyber attack

on 15 major ports across Asia Pacific, estimate
losses up to £90 billion
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Dynamic risk assessment

Cyber-physical risk assessment for ships initially, but has
been expanded to ports and could be used on sectors with

both IT and OT elements.
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Shipping operators (civil and defence), equipment manufacturers, regulators, insurers
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Cyber

== UNIVERSITY OF
% PLYMOUTH 2@ Cyber-SHIP Lab aC R A \Cyber

A O Riskocity

Dr Kimberly Tam

Kimberly.tam@ plymouth.ac.uk

https://www.plymouth.ac.uk/research/mari
time-cyber-threats-research-group
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