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Cost-Effectiveness Studies

Evaluation of investment
The optimal level of cybersecurity investment for an organization 
is the point where the expected marginal investment costs equal 
the expected marginal benefits derived from the investment. 

Return On Investment (ROI)
At a basic level, one way of calculating cybersecurity ROI involves
taking the average cost of an incident and multiplying that number
by how many incidents a business might experience in a given time
frame.
ROI in cyber security or Return on Security Investment allows
companies to measure the KPIs (Key Performance Indicators) of
the projects.





Cyber-Mar project

The expected main results are the following: 

Ensure that cyber-security and IT professionals can easily create scenarios of cy
ber-attacks (past or recently emerging) and/or insert data and logs from histor
ical, current or fictional cyber-attack incidents in a straightforward manner.

Easy integration to low-level parts of the port and shipping systems (down at 
the level of sensors or PLCs), thus the actual effect on the real and operating 
environment may be estimated. 

The   platform will be its interoperability of different cyber-range systems,      
professionals will have the opportunity to detect attacks on collaborating.      
organisations’ systems and thus be able to fail-safe their own, not allowing for 
cascading effects to take place.



Complexity level Details Requirements General aims

Entry level
Entry-level users who are
not familiar with cyber
security Theoretical

Nothing officially
required since the
training will take them
into that space for the
first time and will be
used to grant access to
the second level

Training is a basic introduction to cyber
security and the concept of Cyber-MAR.
The goal is to raise awareness among
identified users (very large audience).
To give the participant the opportunity
to understand cyber security threats
and the basic concepts for reducing risk
in the maritime sector.

Mid level

Users who are familiar
with cyber security and
wish to increase their skills
to a higher level
Theoretical and hands
on

Middle level : it’s a must
that they have at least
3 years of experience
into networking and
security and to have got
entry level certificate

The course aims to provide an
overview of cybersecurity risks in
maritime domain, introducing the
Cyber-MAR concept and platform
(familiarization)

Advanced

Users with high IT security
skills, at theoretical and
practical level. High
security specialists may
work as senior positions in
IT departments.
Theoretical and hands
on

Mid-level certification
plus direct experience
on specific security
environment , nice to
have certifications on
cybersecurity and
vertical skills like CEH,
Comptia Security +,
CCDA and ISACA CISM
and/or CRISC, but nice
to have, not a must
have

The course aims to provide a more
detailed overview of cybersecurity risks
and how good risk assessment will
have a positive impact in reducing
threats and vulnerabilities in the
maritime sector also through the
Cyber-MAR approach. The course will
be updated with the latest tools on the
use of the Cyber-MAR CR together
with the recent international legislation
and guidelines. Deep dive in Cyber-
MAR and CR platform

Development of training
Cyber-MAR Training Levels



Primary Levels of attendees Details Specific groups/level

Management	

People	responsible	for	parts	of	the	infrastructure	
and/or	services	it	provides.		They've	an	overview	of	
the	business	processes	whitin	organization,	
however	they	don't	have	technical	expertise.

1.	Maritime	Professionals	and	administrative	staff	
(port	authorities,	operators,	associations,	freight	
transport	&	logistics	actors)
2.	Port	authorities,		operators	and	associations
3.	Governance/Regulatory	organisations,	public	
authorities,	Classification	societies
4.	Admins/operators	(Systems	management,	
system	administrators,	network	engineers)

End-user	who	uses	the	infrastructure	to	as	a	means	
to	conduct	their	work.	

1.	Academia	(Universities,	Research	Centers	&	
Institutes,	Laboratories,	Student	Communities)
2.	Engineering/Consultancy
3.	Users	and	special	communities

4.	CERT/CSIRTs	network

Technical people 
Staff	at	different	levels	of	
organizations/infrastructure.

1.Security	specialists
2.	ICT	Companies
3.	Engineering/Consultancy	
4.	Cybersecurity	SMEs

Users 

Cyber-MAR Target Groups



INTEGRATED MARITIME CYBER RISK  APPROACH 

Enhance the capabilities of cybersecurity professionals and raise awareness

on cyber-risks

Deploy Cyber-MAR Range, training modules through LMS, improvement in res

ponse times in specific resilience metrics

Assess cyber-risks for operational technologies (OT)

Maritime Cyber-Risk Assessment deployment and integration in Cyber-MAR pl

atform

Quantify the economic impact of cyber-attacks across different industries with

focus on port disruption

Quantify economic risk in terms of Time-to-Recover or Product Value at Risk, in

tegration in Cyber-MAR platform



The econometric model developed would be  used as first of risk assessment framework 
for quantifying the impact from cyber-attack of the maritime domain. 

To cope with the growing need to increase safety levels, it is necessary to create an     a
wareness or training framework for personnel working in the maritime sector. 

Cyber range is the reply to these needs.  

Cyber range technologies and cyber ranges today are mature to be able to be efficiently 
employed. 

Cyber ranges, are an ideal tool for testing and validating the cybersecurity position of   
systems and software, as well as for training cyber defenders with the latest knowledge 
on cyber security tactics.

The potential of this approach and methodology is demonstrated by the first results of  
the Cyber-MAR training that shows how  participants  are able to to increase knowledge 
and awareness on security.

RESULTS



Identification of the main gaps in maritime cyber
security coupled with the training and awareness needs
on cyber security aspects.

As mentioned in various reports on cyber preparedness
“There’s no substitute for preparedness”.

Preparedness measures act as the umbrella that covers
end to end the system and is fully operating even
during the incident time. In effect, the preparedness
level does not differ even when an incident happens.

IMPLICATIONS FOR RESEARCH
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