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Objectives

1. Gain understanding of how the MAS technologies sector perceive their 
cyber vulnerability/risk.

2. Identify priority risks (perceived or true) within industry sectors or 
specific applications, to inform our future work/offer in cyber for MAS.

3. Gauge the appetite from industry to implement IT/OT/human/policy 
change, in order to gain competitive advantage and to be more secure

4. Draw in more collaborators, communicate concerns to wider audience, 
and seek opportunities (e.g. funding) to address identified concerns



Today’s Agenda

10:30-11:00 Register – Tea & Coffee

11:00-11:30 Welcome

11:30-13:00 Sector Vision and Mission Exercise

13:00-14:15 Lunch/Tea & Coffee and tour of Cyber-SHIP Lab

14:15-15:15 Breakout Discussion

15:15-15:40 Takeaways

15:40-16:00 Thanks, next steps and final words



A few more things…

Acknowledgment
Many thanks to the Alan Turning 
Institute that funded this 
workshop through the Turing 
Network Development Awards 
(TNDA).  And University of 
Plymouth/Cyber-SHIP for hosting.

Anonymised discussion report
Please note that we will 
anonymise and condense what is 
said and written down today.  

This will be turned into a White 
Paper highlighting today’s 
discussion, and shared with TNDA 
to demonstrate impact. 

If you have concerns about this, 
please make contact at the end.



The Autonomy Side



The Security Side



The Console Room 
Visualisation of data
Physical hardware visualisation of attacks
Pen-testing
Research Project development
Development of custom electronics and software
Teaching/training



The Vault 

Radar equipment
Drones and USVs

VDRs and NAVTEX AIS receivers
Custom Cyber-SHIP 24V Logic 
Interface and monitor

MFDs

Drones

Custom Power 
Distribution

USV equipment



Serial- IP converters Serial- IP converters

NAVTEX/AIS

AIS Data recovery from 
ECDIS

NMEA2000/0183
Devices

Satcom



Sector Vision and Mission Exercise

11:30-11:50 

In groups, introduce yourself and discuss your topics of interest and 
cyber concerns

11:50-13:10

Rotate “half” of your group to the next table, introductions and discuss



Lunch and tour

13:10-13:50 LUNCH

13:50-14:15 Cyber-SHIP Lab Tour



Sector Vision and Mission Exercise

14:15-14:25 

Brainstorm on paper what has been discussed

14:25-14:40

Prioritise perceived risks within industry from most to least critical



Sector Vision and Mission Sharing

14:40 – 13:00  Each group share 1-3 concerns with the room



Breakout Discussion

14:15-15:15 

Around the room summary of concerns once more, will then divide 
groups for deep-dive discussion based on key topics brought up

15:15-15:40

Share thoughts, and discussions of key points that should be put in 
workshop paper.  Discussions on next steps to develop bids, do more 
workshops, and what else would be useful.



Cyber-SHIP symposium

• Cyber-SHIP Lab Annual Symposium 
26-27 October 2022, at the 
International Maritime 
Organization, London

• This is the second Cyber-SHIP Lab 
Annual Symposium following the 
project’s commissioning at the 
beginning of 2021.

• Delegates: There is space for a 
maximum of 150 attendees, 
including speakers. Use this link to 
request a priority registration. 
Please include a brief biography or 
link to your online profile. Priority 
registrations are limited in number 
and at the discretion of the 
Organising Committee. 

• cyber-ship-
lab@plymouth.ac.uk

mailto:cyber-ship-lab@plymouth.ac.uk


UK-RAS Pump Priming Call

Apply for up to £35K to fund cross-disciplinary activities 

The EPSRC UK Robotics and Autonomous Systems network wishes to fund pump priming activities 
that aim to deliver impact in robotics and autonomous systems on one or more of the following:

•     identifying research gaps and challenges;

•     developing scoping projects to explore wider research collaboration;

•     devising roadmaps or strategic solutions via:      the production of white papers;      organising 
robotics challenges, workshops, symposia and conferences;

•     promoting academia-industry liaison;

•     addressing barriers to robotics entrepreneurship in the UK;

•     creating public engagement activities, such as:    exhibitions;      hackathons;      festivals;      
conferences;      demonstrations;

Apply Now

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fr20.rs6.net%2Ftn.jsp%3Ff%3D001j_gS_kY2Gi1Y8FtkGz-SB6KL1CvbVwKiBZPbUxl57uGbyGbUEIutP7Gu8L2Kil96hPp8H0vgYrpuxP3blwbg0qYi2p1sHILCBvcFa2_t6Q4eoUgYUxcaFEfUUseSk9vof3kfRpbN1kc7Cqf2MMIOoxERRgsrMDGm8MU5lO0jsTIlhUL2re95UA0z1wqZEBp_V7HkwKrOaRMivhVFVw7B0Ll_YvKoZ592s5rhmZ7YB8t9bVnau4ATLg%3D%3D%26c%3D-GFHflnsVOYqsjUG-vLr6fguZIfnHboIWle_Q2ZjybGl1yi3w-BfpA%3D%3D%26ch%3DMGtid57gSjIf15gsD8DgP_PNgXJPy03J4dpaaz5-nyJO-jqHDUResQ%3D%3D&data=04%7C01%7Ckimberly.tam%40plymouth.ac.uk%7C8881cb22031d4871e24d08da0cb34f74%7C5437e7eb83fb4d1abfd3bb247e061bf1%7C1%7C0%7C637836261511102831%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=Z%2Bj9WYF0CDDH%2FaHZZKSjpreym71VtxPrTc6HWE9gx3c%3D&reserved=0


Alan Turing Institute Defence & Security 
programme

The Alan Turing Institute’s 
Defence & Security 
programme would like to 
invite proposals for three 
different opportunities.   

The submission deadline for 
each is Friday 30 September 
2022, 16:00.

• Sensor Fusion Model - to develop a data fusion 
model for an Integrated Chemical Sensing concept 
based on the use of person-worn distributed 
sensor networks and arrays: 
https://www.turing.ac.uk/work-turing/call-
proposals-sensor-fusion

• Security for artificial intelligence - to improve our 
understanding of artificial intelligence (AI) security, 
particularly with a view to practical risks and 
implications: https://www.turing.ac.uk/work-
turing/call-proposals-security-artificial-intelligence

• Narrative Detection Tracking - to investigate the 
application of AI techniques to suitable data 
sources to identify the emergence and track the 
spread of adversary narratives: 
https://www.turing.ac.uk/work-turing/call-
proposals-narrative-detection-tracking

To post questions use www.sli.do 
#228301

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.turing.ac.uk%2Fwork-turing%2Fcall-proposals-sensor-fusion&data=05%7C01%7Ckimberly.tam%40plymouth.ac.uk%7C893db749c8ea48c3f36408da90240fdf%7C5437e7eb83fb4d1abfd3bb247e061bf1%7C1%7C0%7C637980781809313662%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=zkrk3LIDtzGixua495ooJ224uWv9xhKLO%2FpC%2Fx0s3L8%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.turing.ac.uk%2Fwork-turing%2Fcall-proposals-security-artificial-intelligence&data=05%7C01%7Ckimberly.tam%40plymouth.ac.uk%7C893db749c8ea48c3f36408da90240fdf%7C5437e7eb83fb4d1abfd3bb247e061bf1%7C1%7C0%7C637980781809313662%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=IKglbqxdsd5uvzju6CwI9GAK%2Bcdap3UzANZgP1eLjK4%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.turing.ac.uk%2Fwork-turing%2Fcall-proposals-narrative-detection-tracking&data=05%7C01%7Ckimberly.tam%40plymouth.ac.uk%7C893db749c8ea48c3f36408da90240fdf%7C5437e7eb83fb4d1abfd3bb247e061bf1%7C1%7C0%7C637980781809469848%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=lL8BfGlzRPc4%2FtxTTwWBmUW76YKxJTfOsHGjAxIkuso%3D&reserved=0


Last few things

Thank you

Contact details: 

Kimberly.tam@plymouth.ac.uk 

stay in touch for funding 
opportunities, next events, and 
report

Next steps

We will write up today as a White 
paper.  Let us know if you want to 
participate, or if you want a copy 
to send to others.

Ideas that can be fleshed out 
more into projects, lets keep in 
touch with those interested.



Cyber-MAR: A Real World Attack 
Scenario 

Cyber-MAR project has received funding from the European Union’s Horizon 2020 research and innovation 
program under grant agreement No. 833389. Content reflects only the authors’ view and European 

Commission is not responsible for any use that may be made of the information it contains.  


