
Final Conference, 16th December 2022

Cyber-MAR Training Program

Monica Canepa, World Maritime University

16th December 2022

Cyber-MAR Final and Piraeus Pilot Event



Final Conference, 16th December 2022 3

CONTENTS

▪ CHALLENGES IN MARITIME CYBER SECURITY TRAINING

▪ CYBER-MAR TRAINING OVERVIEW FINAL RESULTS



Final Conference, 16th December 2022

Challenges in cyber risk management education and training in maritime sector
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• Lack of cybersecurity educators

• Low interaction with the industry

• Little understanding of the labour market

• Outdated or unrealistic platforms in education environments

• Difficulties in keeping pace with the outside world
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Training as a Cyber Risk Management Approach
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• Cyber awareness training offers a cost-effective and meaningful cyber risk management approach  (reduce system vulnerabilities and 
the potential loss)

• Lack of cybersecurity educators, low interaction with the industry, little understanding of the labour market,  outdated or unrealistic 
platforms in education environments, and difficulties in keeping pace with the outside world

Making the implementation of quality cyber security training challenging

There are many compelling reasons why cyber training should be implemented as a risk management practice:

1. Attacks are on the rise as more employees are working from home

2. Humans are a considered a weakness in an organization's cybersecurity

3. Compliance requirements for businesses and operations are increasingly focused on employee training

4. Providing basic training once is not enough to educate employees

5. Anyone can become the victim of a phishing attack

- ISO31000:2009

- ISO/IEC27001:2013

- - IMO Resolution 

MSC.428

The IMO recommends 

companies use the NIST 

Cybersecurity Framework
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Training as a Cyber Risk Management Approach: Cyber-MAR training
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Studies show that the use of multiple methods of training produced the highest correlation to perceived security
effectiveness in employees

The Cyber-MAR project aims to develop an “innovative cybersecurity simulation environment for accommodating 
the peculiarities of the maritime sector”
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Training as a Cyber Risk Management Approach: Cyber-MAR training
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Awareness, Training, Synergies

Familiarisation & Training with Cyber range platform

Formulation of Cyber-MAR training packages with a focus 
on hands-on and practical training

Exploring new Awareness Methods & Qualification Tracks

Training activities / synergies with EU Agencies and other 
cyber-security EU projects
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Implemented actions: Planned trainings

Entry Level

• EL01
Cybersecurity Awareness

• EL02
Managing Cybersecurity

Intermediate Level

• I001
Introduction to the Cyber Range

• I002
Basic Tools for a Cyber Range

• I003
Using a Cyber Range to Understand 

risk

• I004

Lesson learned from Cyber MAR 
pilots: Cyber-attack scenario on 
the Valencia port authority’s
electrical grid

Advanced Level

• A001

HNS Pro user training

• A002

Crafting an Attack (Theory)

• A003

Crafting an Attack (Practical)

• A004

Lesson learned from Cyber-
MAR pilots: SCADA system in 
Port Container terminal

• A005

Lesson learned from Cyber-
MAR pilots: Vessel navigation
and automation systems

Train The 
Trainers

Capture 
The Flag
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TRAINING IMPLEMENTED ACTIONS
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EL01 - Cybersecurity Awareness
EL02 - Managing Cybersecurity

_________
I001 - Introduction to the Cyber Range
I002 - Basic Tools for a Cyber Range
I003 - Using a Cyber Range to Understand risk
I004 - Lesson learned from Cyber MAR pilots:

Cyber- attack scenario on the Valencia  port
authority’s electrical grid

_________
A001 -HNS Pro user training
A002 - Crafting an Attack (Theory)
A003 - Crafting an Attack (Practical)
A004 - Lesson learned from Cyber-MAR pilots:

SCADA system in Port Container terminal
A005 - Lesson learned from Cyber-MAR pilots:

Vessel navigation and automation systems

TRAIN THE TRAINERS
CTFDONE TO DO
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TRAINING IMPLEMENTED ACTIONS

I002 –I003 – I004  NOVEMBER-DECEMBER 2021 
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N° Participants
I002 – 47
I003 – 25
I004 – 25

I002 - Basic Tools for a Cyber Range (4 hours)
I003 - Using a Cyber Range to Understand risk (1,5 hours)
I004 - Lesson learned from Cyber MAR pilots:

Cyber- attack scenario on the Valencia  port
authority’s electrical grid (1 hour)
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TRAINING IMPLEMENTED ACTIONS

I002 –I003 – I004  NOVEMBER-DECEMBER 2021 – NATIONALITY COMPOSITION
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I003 I004I002
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TRAINING IMPLEMENTED ACTIONS

A001 –A002 – A003 FEBRUARY 2022 – NATIONALITY COMPOSITION

(WINTER SCHOOL – FORESIGHT PROJECT) 
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A001

A003

A002
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I002 – Attendees composition – Target groups

A/R/E
Academia, Research, 
Education

MT Maritime Technician

MO/MM
Maritime Officer, Maritime 
Management

ITT
IT Technical (included 
management)

O Other
S Seafarer
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A002 – Attendees composition – Target groups

A/R/E
Academia, Research, 
Education

MT Maritime Technician

MO/MM
Maritime Officer, Maritime 
Management

ITT
IT Technical (included 
management)

O Other
S Seafarer
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EL01 HYBRID TRAINING – GENOA
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Training WRAP UP

TRAINING PARTICIPANTS

EL01 55

EL02 66

I001 62

I002 47

I003 76

I004 25

A001 4

A002 11

A003 5

TOTAL TILL DEC 2022 351
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TRAINING PARTICIPANTS

WEBINAR PARTICIPANTS

Webinar "Cybersecurity at sea: 

real-life experiences" 46

Webinar with Foresight “Cyber-

Security challenges and future 

perspectives” 56

TOTAL 102
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Training WRAP UP – Participants features

➢ From all over the world

TARGET GROUPS REACHED
Academia, Research, Education
Maritime Technician
Maritime Officer, Maritime 
Management
IT Technical (included 
management)
Seafarer
Other
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Training WRAP UP 

Training effectiveness evaluation form Evaluation Test (Pre and Post training) 
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CYBER-MAR LMS  
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❖ WMU installed a dedicated instance of Moodle LMS to host the trainings and 
we are actually configuring the LMS and uploading the training materials 

❖ Diateam developed the software component allowing the connection between 
the cyber range and the Moodle LMS
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CYBER-MAR LMS  
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CYBER-MAR LMS  
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CYBER-MAR LMS  
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THANK YOU FOR YOUR ATTENTION

This project has received funding from the European Union’s horizon 2020 research and innovation programme under grant agreement No. 833389

www.Cyber-MAR.eu
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