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Human/IT/OT: Security Challengers

.....................................................................................................................................................................................................................

Communication Crew/Operators
Navigation Passengers
Sensors/Monitoring Cargo Management

Propulsion Mooring/Anchor




Digital Twin & Virtual Reality & Autonomy

& A suite of simulations models that can be placed in a common platform

& Highly customizable platform for a multitude of analysis, but not cyber-security

& Virtual reality could be misused to feed false information to human asset

& Increase the number of devices in ship/ports to compensate for less/no humans

Tier 1

SAE-based Ship No/minimal

Autonomy
autonomy. Small crew

required for most, if
not all, ship operations.

Remote
operations

Not required

Needed to aid crew
decision

Sensors / IoT

Tier 2
Partial automation
with local crew for

simple tasks, e.g.

advanced auto pilot.

Not required

Needed to aid crew
decision

Tier 3

Conditional
autonomy,
potential
interventions by
Crew
Not required, but

likely

Tier 4

High autonomy, ship
1s mostly self-running.
Local or onshore crew

1s rarely required.

Required for
operations

Needed to aid crew Needed to aid remote

and autonomy
decision

crew and autonomy
decision

Tier 5

Complete
autonomous
operations in all
potential settings.

Not required, but
likely

Needed for
complete
autonomous
decisions




IoT: More Devices and Connectivity

Smartphones Hubs & Controllers

o . -

Laptops

Monitoring

Sensors

Heath Aids Cargo

Accessories Navigation & Communication




Cyber Ranges (Cyber-MAR)
Proposal Title: Cyber-MAR

*3* State of the art analysis regarding simulation environments based on Cyber-ranges
9 OT real/virtual coupling

X Cyber-range for Intrusion Detection and Prevention

X Piloting networked Cyber-ranges and interoperability

** Data analytics and intelligence extraction
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%?* Situational awareness and knowledge platform
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Maritime Cyber Threats research group

Investigating marine cyber threats and researching solutions

er1 Nations

n martme cyber-

arch ang practica

Help us by taking this survey on maritime cyber [open until March 2019]

Join us in creating the Cyber-SHIP Lab

CyMar'19 [details to come]

COC  g28.7* 39 154 kn
oM olat

Research objectives

* Compiling 2 body of knowledge for maritir
Vulnerability and risk analysis for
Threat assessment for ship oper:
Supply chain vulnerability for mantme ope
Cyber-security for autonomous vessels, ports, and offshore structures
Process and training to protect manners and ship
ling psychological perceptions of

o ve recovery strategies in the e

Anslyse ship-to-port cyber and cyber-physical inter.

Recent publications, talks, and news*

r Maritime Cyber-Risk
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Prof Kevin Jones

Kevin.Jones@plymouth.ac.uk
UoP Website:

https://www.plymouth.ac.uk/research
/maritime-cyber-threats-research-group
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