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The University of Plymouth

* The first and largest Marine Institute in UK, with over

3000 staff and students looking at the Ocean

* Three-time winner of the Queen's Anniversary Prize for
Higher and Further Education, UK Top 25 for Teaching
Quality & World Top 25 for Research Citations

* 1stin the world for research towards SDG 14 (Life Below

Water), Times Higher Education 2021
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*  More than 3,500 wind turbines off the Cornish coast by 2050
. Big increases in aquaculture
*  Supported by a plethora of specialist support vessels

*  Navigation Suite upgrade to a Nationally leading facility incorporating

Class 3, full-mission DP Simulator (£600k investment)

*  Growing fleet of marine autonomous assets and planned to Control

Centre upgrade

* Leading on SDG 14 to ensure safe and efficient future for maritime

operations

*  Globally leading lab on Maritime Cyber Security (£3.2m investment in
Cyber-SHIP)

*  And then our lead on SDG 14, puts the University in a leading Thought

Leadership position for all aspects of future Maritime operations in the

Ocean Economy

=
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Does this matter to Austria?
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Let’s look at Port of Valencia in Spain
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http://www.menti.com/

Cvber :
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(from a seaport cyber-physical attack)



e This study considers cyber-attacks as an external disruption to the supply
chain, with attacks executed either by a third party or potentially executed
by insider threats.

 The cyber-triggered disruptions can interrupt the production of raw

materials or intermediate products depending on how and which system is
compromised.

 Understand the disruption in the global supply network caused by a cyber-
physical event by using a maritime-based case study with real data.

 Understand people’s perception of maritime cyber threats using
understanding of econometric loss
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(product dependencies)
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Testbed and cyber-rages

University of Plymouth



The Cyber-SHIP Console Room
// Physical .hardware visualisation of attacks

Pen-testing
Research Project development
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Shipping operators (civil and defence), equipment manufacturers, regulators, insurers
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The Scenario for today’s discussion

Port of Valencia



Cyber Range Architecture — Connected Capabilities acﬁ%eﬁ
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* Handling over 6 million tonnes of cargo a year

e Important regional hub for transhipment

 Handles a wide variety of cargo:
* liquid bulk
e dry bulk
e containerised cargo and

* vehicular traffic

Port Of Valencia
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The vessel scenario that is considered in today’s pilot constitutes a scenario where an attacker

launches an attack that allows them to temporarily alter the course of a large container vessel and
in so doing cause a blockage on the approach channel.

Progression of Attack can be broken down into a number of stages:

- Downloading and Propagation of Attack (Within IT Infrastructure)

- Installing and Initiating the Attack on Vessel Control Systems

- Attack realisation and crew response
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Large Container Vessel

Length 397 m (1,302 ft 6in)
Beam 56 m (183 ft 9 in)
Draught 16.02 m (52 ft 7 in)
Depth 30 m (98 ft 5in) (deck

edge to keel)

Speed 25.5 knots
(47.2 km/h; 29.3 mph)
Capacity *14,770+ TEU
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https://en.wikipedia.org/wiki/Twenty-foot_equivalent_unit
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Bridging the “Air-Gap”
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Chart provider:
UKHO Admiralty Chart

Attacker Official Website

Faked website

Vessel Maintainer:
Cyber-MAR Marine Services

Personnel

Transfer to vessel
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Social Engineering — The Emaill

URGENT: Electronic Chart Update i «

tech-support <tech-support-co@pmaummal.com

i -
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& G hitps://www.admirality.co.uk/charts/digital-charts/
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How to update charts

The Chart Update Handler software provides immediate access to latest and urgent
electronic chart updates. Quick and easy to download and install.

©

Download the Chart U
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The Attack - Overview

Chart Handler

* On extraction, and running of software malware is i o N
[ i i Updating charts (1/1

installed on the device constantly looking for the e Solendud Sy

geolocation trigger

* On location the malware sends a command to send the
rudder to a set angle and increase speed before jamming
them
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Buoyage: IALA Region A

Time: UTC +2

v

WEATHER
- Easterly wind Force 2 (1-2 knots).
- High Tide: 20:47 LT

-Sunset 19:12 LT
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Buoyage: IALA Region A
Time: UTC +2
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Buoyage: IALA Region A

; Time: UTC +2

WEATHER

- Easterly wind Force 2 (1-2 knots).

- High Tide: 20:47 LT

-Sunset 19:12 LT

»

Attack location:
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Buoyage: IALA Region A

; Time: UTC +2
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WEATHER
- Easterly wind Force 2 (1-2 knots).
- High Tide: 20:47 LT

-Sunset 19:12 LT

»

Crew actions:
35 seconds to realise that the ship was turning to port
40 seconds rudder order to Midships (if not in midships) and order new rudder order to
starboard.
50-55 seconds order Stop engine
60 seconds Engine full astern to stop the ship. At this point there is 1 minute and 40
seconds before collision. The ship is already with momentum turning to port and with 7
knots. The pilot will consider communicate with the tugs to avoid collision.
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VALENCIA PORT (SPAIN)

Buoyage: IALA Region A

; Time: UTC +2

TotaI time from attack triggered to coII|S|on.
2 minutes and 40 seconds

WEATHER
- Easterly wind Force 2 (1-2 knots).
- High Tide: 20:47 LT

-Sunset 19:12 LT

»

Crew actions:

1. 35 seconds to realise that the ship was turning to port

2. 40 seconds rudder order to Midships (if not in midships) and order new rudder order to
starboard.
50-55 seconds order Stop engine
60 seconds Engine full astern to stop the ship. At this point there is 1 minute and 40
seconds before collision. The ship is already with momentum turning to port and with 7
knots. The pilot here will consider communicate with the tugs to avoid collision.
Consequence according to ships simulator the ship will be grounding head on to the
break water rock at the speed of 9 knots.
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* What tugs could do to avoid collision with break water?
* Vessel blocking the Port of Valencia entrance (100 metres gap)

Vessel pilot, 5th May 2022, Plymouth
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to recover a ship that run’s aground “Mumbai

ions
Maersk, which ran aground outside Bremerhaven, Germany on 2 February, 2022”

Example of similar vessel with tug operat
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* Impact on berthing and unberthing operations
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Economic Impact on EU Region

Total Economic Loss by Country
AUSTRIA
UNITED KINGDOM 2% BELG!'24
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8% 4% |1 C czECH REP o
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TU 1%
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/ 3 days 5 days 7 days
| France 950 1,600 2,200
/ Germany 1,000 1,700 2,400
Italy 600 1,000 1,400
GERMANY
- | " Netherlands 550 900 1,300
2% Spain 2,500 4,200 5,900
(OREECE
oY UK 800 1,300 1,900
1%
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6%
e e e BOURG Austria 190 320 440
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5 Day Econometric Impact - EU
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Sweden $280Mil
Denmark $162Mil
UK $1,324Mil
France $1,582Mil
Portugal S640Mil
Spain $4,164 Mil

15Mil

Poland $411Mil
Romania $178 Mil
Italy $987 Mil
Turkey $445 Mil

Mean Loss (USD)

. 4, 164Mil (4Bil)

Vessel pilot, 5th May 2022, Plymouth
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5 Day Econometric Impact — Global
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Mean Loss (USD)

15Mil 4,164Mil (4Bil)

- Vessel pilot, 5th May 2022, Plymouth
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Frontiers in Computer Science Sections v Articles Research Topics Editorial Board

ORIGINAL RESEARCH article

Front. Comput. Sci., 23 January 2023 This article is part of the Research Topic
Sec. Computer Security The Impacts of Cyber Threat in the Maritime
Violume 4 - 2022 Ecosystem
https://doi.orgf10.3389/fcomp 2022 1067507 Wiew all Articles >

Quantifying the econometric loss of a
cyber-physical attack on a seaport

Kimberly Tam™", Barbara Chang?, Rory Hopcraft®, Kemedi Moara-

Miowe® and Kevin Jones!

L Maritime Cyber Threats Research Group, University of Plyrmouth, Plymouth, United Kingdom
2 Verisk EES [AIR Worldwide), San Francisco, CA, United States
5 Warwash Solent University, Southampton, United Kingdom

- Vessel pilot, 5th May 2022, Plymouth
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Thank you

Kimberly Tam
Kimberly.tam@plymouth.ac.uk
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This presentation iIs partly funded by the research efforts under Cyber-
MAR. Cyber-MAR project has received funding from the European
Union’s Horizon 2020 research and innovation programme under grant
agreement No. 833389. Content reflects only the authors’ view and
European Commission Is not responsible for any use that may be made of
the information It contains.
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